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PREFACE




Tms handbook on Cyber Safety is developed

handling of their adult lfe as well. The most
important aspect is that the Handbook will orient

children to to maintain in

with enhancing
of children and young people vith digital devices
and technologies. It aims to increase awareness
of how they work, tential

their lives to keep their academic, family and
social relationships in balance, to maintain good

self-esteem ., They will lear about

fisks and threats that come with the use of these,
and what children can do to use the technology
responsibly 50 as to take maximum advantage of
the opportunities and at the same time minimise
the risks and potential harm.

It aims to increase awareness amongst the
students about digital citizenship, which encour-
it t h

rationalising the time spent online for various
purposes so that they balance online and outdoor
activities necessary for their wellbeing and health
and also learn how not to abuse their bodies and
health through excessive time spent online, while
ignoring other activites.

Another major aspect is creating awareness
about their rights and also their

among the users. By intemalizing and practicing
the principles of digital citizenship, children can
be ‘smart and safe’ users of technology and
become competent to deal with the demands of
the increasingly digital world we live in.

While we are looking to equip children for being
‘smart and safe’ users of technology, we also

responsibilities in online behaviour They will learn
about digital etiquette and also be made aware
‘about some of their online behaviours which may
actually be infringing the lave It is extremely
important that children know and understand the
boundaries for their behaviours and consequenc-
esif these are crossed

doallin our know-how to

the teachers,
school administration and parents about the
opportunities and potential threats in the digital
world for children with the aim of creating a

wish

favourable and balanced approach in supporting
the use of technology by children. There is a need
to do everything in our means to develop a safe
experience for children and no stone should be
left unturned for ensuring this. It is important for

steps for protecting ourselves online, however,
there will still be a possibility that we come
across harmful material or experiences. We need
to be confident about sharing and talking about
these experiences with trusted adults at home
and in school and seeking a solution or redress
rather than suffering in silence and feeling
isolated. The Handbook also provides information

all their part the service
providers, parents, schools, government.At the
same time it is important that parents and
schools avoid being overprotective and inhibit or
restrict the use of technology as a way of prevent-
ing potential harm.

Giving children the knowledge, skills and capacity
to be smart digital citizens and exercise all

here 1o report such incidents, steps to do

this and where to seek help.

We aim to undertake this exercise of equipping
children with cyber safety skills and good online
etiquette and digital citizenship skills in an
enjoyable way, through simple reading, ‘being
‘smart checklists’ and quizzes and competitions.

P the use ayisa
much better way of preparing them for confident

journey together



INTRODUCTION




Technmogma\ advances are changing
the world in ways that could not have
been imagined. The emergence of
advanced digital innovations are provid:
ing new opportunities to connect and
earn, and have begun influencing every
aspect of human lfe.

Children and young people have shown
greater abilityto adapt and adopt digital
devices and innovations, which augurs
well for the future. They use the devices
and apps for a variety of functions,
including self-expression, communication,
networking, research, entertainment, and
much more. The interet has enabled
children to become active social agents
and to mobilise for social, ecological and
other causes. They are increasingly able
1o project their voices with unprecedented
reach

However, an assumption is often made
that young people have superior skills
with digital technology, which surpass
those of their parents and teachers. It
may or may not be right. Many young
people are confident n using a wide
range of technologies and often turn to
the intenet for information. They seem
able to learn to operate unfamiliar hard-
ware or software very quickly and may
take on the role of teaching adults how to
use computers and the intemet. But the

search engine's rankings for their selec-
tion of material. They may not understand
how search terms work or of the powerful
commercial forces that can result in @
particular company being top of the
search engine's list. They may not be
aware of the lurking risks and threats and
the fact that some of their actions can
invite them trouble.

Furthermore, the digital skills and knowl-
edge are not evenly spread amongst all
young people. Dearth of research on the
subject has prevented a nuanced analysis,
of who are most likely tolag behind in the
opportunities afforded by technological
advances. However, there is general
agreement among those working on cyber
safety and security among children and
young people that gender s a major
impediment. Social norms have impeded
gils'access to opportunities, including
the access and use of digital devices and
the internet. Many of them belonging to
socially or economically marginalised
farmilies in rural, semi-urban and urban
areas have either no access, or limited, or
supervised access to digital technologies,
which could enable them to exercise their
agency, autonomy and rights in an
increasingly interconnected world

‘The exploration of new vistas and acquisi
tion of rich experiences online require a
strong element of caution. After all, every

digital 0
also be misleading.

Many of them frequently struggle when
applying them to research tasks. They

can find it difficult to work out whether
information on an unfamiliar website is
trustworthy, and rely on their chosen

light has i The technologies
can be misused or overused in ways that
are detrimental to the users and even
non-users.

UNICEF in its Child Online Protection in
India report in 2016 had presented the
following typology of risks and threats
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Source: UNICEF India Report

The above classification presents a birds' eye view of the risks and threats which contribute to the vulnerability of
children and young people in the digital age. The other side of the coin is resilience among them, which needs to be
g -

tured in order to emp

gies.

ldren 3 p
sion, and ensure that they can recognise potential dangers and know what to do about them. The concept of digital
citizenship has emerged as a useful framework of various facets that need to be developed and strengthened.



1. Digital Access: Equitable distribution of technology and online resources is an important issue from the perspective
of human rights and social justice. In view of the proliferation of digital technologies and access to several essential
services depending on digital access, all efforts should be made to bring those without access under the digital umbrel-
la and empower them with digital lteracy.

2 gy and its use is the for optimising its benefits. Going
beyond reading and writing, digital lterac the of how digital media operates, how good
information and real news can be discerned from the unlimited reservoir of information and “fake news" respectively

and the ways in which online communication can be effective.

3. other people, through emails, cell-phones and

instant messaging, constantly and without delay, requires appropriate decisions by users who are faced with several
s, Ssic pommunioio incpls e wilthe eve exponiiogfosresof i dices o gl

id the users.

4. Digital Commerce: Increasing buying and selling of goods and services has opened vistas for the sellers, service
providers, and consumers. But they must have the tools and safeguards in place to assist with buying, selling, banking,
or using money in any way i the digital space. Such knowledge is particularly important for students who wish to
employ the tools of technology in exploring and determining the path to their future.

the norms or d resp while using technol-
ogy devices. One needs and practi  ethical behaviour in a vriety of digital environ-
ments. This includes shaping your digital reputation and being a responsible citizen of the communities in which you

participate, from school groups, to games, to social networks

6 Wellness: A collect of righ is important in a digital society for
maintaining social harmony and increasing productivity. Basic digital rights must be addressed, discussed, and under-
stood and users must help define how the technology is to be used in an appropriate manner.

7. Digital Rights, ibiites: A tights and important in a digital
society for maintaining social harmony and increasing productivty. Basic digital rights must be addressed, discussed,

and understood and users must help define gy s to be used in an approp

8. Digital Security: Awareness of potential online risks, threats and attacks and the ways and means of preventing them
are important skills to have in an interconnected world. While cautious conduct can ward off attempts at invasion of

and usage. Viruses, d other bots
canber passed along from one system to another wherever the devices are being used.

9. igha Low: Ath core of digal tizenhipar basic ethics, wichar eflcted nnatol and itenatonal laws
They prohibit and categorically while developing the
ways of addressing new challenges posed by digital technologies. The users are morally and legally duty bound to
exercise caution based on the existing laws and rules that regulate processes influenced by digital technologies and

provide protection from criminal activities and civil misdemeanors.
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1.1 What i digital access?

“People who have access to digital technologies stand to gain in an interconnected world. All they need s a connection
to the internet and devices such as smartphones, desktop or laptop computers, or tablets, to send and receive written,
audio and visual messages without delay, perform endless number of tasks, access essential services and information
on a wide variety of topics. Those who do not at a high risk of missing out on these and many other opportunities”.

cheaper plans, Astudy of data from 6313 mobile data plans
across 230 counties over a period of around one month, October 23 0 November 28, 201, found that Inians pay an

average of Rs 18 for one gigabyte of data as against the global average of Rs 600. The researchers studied 57 plans in
India and concluded that the cost of 1 GB of data for the Indian user ranged between Rs 1.41 and Rs 98,33

The internet usage in India had exceeded half a billion people - 566 million as of December 20187 Of the total user base,
87 percent or 493 million Indians were defined as reqular users as they had accessed internet n last 30 days. Nearly 293
million active internet users reside in urban India, while there are 200 million active users in rural India. The report found
that 87 percent of users use mobile phone as one of the devices to access the internet.

Improved infrastructure and connectivity is expected to improve digital access in rural areas, even the most far flung.
Indeed, rural areas are fast catching up with urban areas in terms of digital access. But efforts still need to be made to
ensure that no one is denied digital access

1.2 Newer vistas with digital devices and Internet

‘Technological innovations can be seen everywhere, in our homes, classtooms and in our surroundings too.
Can you name 5 things that use modern technology around you?

“The following categories of devices perform different but interlinked functions.

a) Mobile phones, desktop and laptop computers, tablets

b) Exeaders, e.g, Kindle

) Dongle and Wi-Fi router

d) Internet connected printer

&) Internet Of Things (1oT) Devices: Smartwatches, Smart TV, Smart refrigerators, home assistants (e.g., Alexa,
Google Home, and Sir)

) Whiteboards and smart boards in smart classrooms.

‘These innovations have made lives easier than ever before bt their misuse and exploitation can aggravate unanticipated
tisks.
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“The Internet is an n

hat uses internet prot

and access to the intemet, several functions can be performed quickly and simultaneously. For instance: sending and
watching movies and

millions of websites, and writing blogs.

fibrary from

Digital technology is primarily used these days with new physical communications media, such as satellite and fibre
optc transmission. A modem is sed o convert the digital information n the computer, mobile phane, and ofher such
log signals for d o convert analog

for the computer”

Where Do People Spend More Time on Social Media?

Auags tme spnt conecte 105l etk g il sy (o

htps:/www.statista.com/chart/18983/-
time-spent-on-sacial-media/

According to an estimate, an Indian on an average
spends two hours and 25 minutes on social media
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1.3 Bits and Bytes

Radios and telephones conventionally used analog technology for electronic transmission. The data was conveyed
through electrical signals of varying frequency or amplitude, which were added to carrier waves of a given frequency.

Scientific progress has enabled the electronic technology to generate, store and process data in various forms. The
number 1 denotes the positive while 0 represents the negative. Data is stored or transmitted with digital technology in
strings of 0 and 1. Each of these state digits is referred to as a bit (and a string of bits that a computer can address

individually as a group is a byte).

Analog Signal Digital Signal

1.4 Navigating the Cyberspace

141 Intermet and the World Wide Web

Internet may be considered a vast network of networks, which enables access to any and every kind of information. The

following by anidea of tof takes place on the

internet

*The World Wide Web, commonly known as www, is one of the networks which is used by most of the legitimate users
to navigate using search engines like Google, Yahoo, Bing and DuckDuckGo, But itis just the ip of the iceberg. Beyond
it and unreached by the regular search engines is the Deep Web,

Indeed, the vast Intemet consists of three layers. The first layer is public, consisting of sites we use frequently such as
Facebook, Twitter, Amazon and Linkedin. This layer makes up just about 4 to 6 percent of the entire Intemet. The,
remaining 94 to 96 percent s the Deep Web and the Dark Net.”

AMinute on the Internet in 2019
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1.4.2 The no go zone: Deepweb and Darknet

The Dark Net, or b, tof children. The Dark Net, s recog-
nized as the undenworld or the “Wild West” of cyberspace and cannot be accessed using Google or other regular search

engines.

JQ\ — WomLD Wios wes

The Deep Web, the second layer, is a network where data is stored in inaccessible databases. It includes all web pages,
websites, intranets, networks and online communities that are intentionally andor unintentionally hidden, invisible or
unreachable to search engine crawlers. It is also known as the hidden web, undernet, Deep Net of invisible web.

The Dark Net, or hidden web, is the third and deeper layer of the Interet is recognized as the underworld or the *Wild
West" of cyberspace. Itis a network of networks that are not indexed by search engines such as Google, Yahoo of Bing.
d

databases and corporate sites, as well as those with shadier subjects such as black markets, fetish communities, and
hacking and piracy.

As it provides anonymity to the users, this is where hackers congregate and faciltate illegal meetings. The type of site

most commonly associated with the dark web are marketplaces where it goods such as narcotics, firearms, and

stolen credit boughtand sold. The darkest

and exchange chid porography. More than tha, though,the dark web contain content an datathat can be accessed
It forum, chat room, or server

have access to the darknet

1.43 Administration of the cyberspace

Astheinternet respect the role of the national
is limited in the management of The national invest i the i and develop-
ment of technical and human resources, the legal regime remains compromised. The servers of most of the intermet




service providers are situated in the United States and Western Europe, and are beyond the jurisdiction of Indian or any.
other national law. The internet service providers insist on removing or blocking access to only that content which
violates their community guidelines.

International law provides for some mechanisms for negotiations on varied aspects of cyberspace management and
security but there are, as of now, plenty of hindrances. As on hild sexual ab
materials (including images) on the internet has brought the governments and industry on the same page, the action to
take them down tends to be prompt. International inter-agency cooperation against cybercrimes is ongoing but the
common cause has to be agreed upon in many other areas.

In principle, digital technologies expand the horizons of the users by allowing them to look beyond national and
hical boundaries. Well almost. They may even
insist on local versions, which permit them to negotiate restrictions with the internet service providers on access to any

content deemed ilegal or offensive in their country.
Box: Restrictions on inteet in some countries
Pakistan had banned YouTube for about three years following violent protests across major cities against the
uploading of an anti1slam film on the site in September 2012. It permitted a new version of YouTube, which allowed
the Pakistan Telecommunication Authority (PTA) t to offending material to be blocked within the coun-

try.

China has blocked Google, Facebook, Twitter and Instagram, as well as thousands of other foreign w

ing The New York Times and Chinese Wikipedia, over the past decade. Nonetheless, t has not disrupted the access.

of Chinese people to internet. A range of Chinese websites such as Baidu, WeChat/Wei 0) perform

the same functions even though with a strong dose of censorship.

Consider some of its implications. The intemet industry has the ambitious task of administering the cyberspace and
ensuring its safety. Technological advances are making that happen but itis a moot question if they can keep pace with
the mischief that is being played.

1.5 Barriers to digital access

“The abilty to afford digital devices and intemet was for long associated with digital access. The devices have become
cheaper over the years with easy availability of a wide variety of




P tobea boon for

L f affordable packages or plans.

access. g knowledge of
English as most of the unhne/dlg\ta\ applications are in English, the ability to use computers and computer related
technologies, an aptitude for efficient use of technology, easy access to digital devices and the interet, and the owner-
ship of the internet connected digital devices. As a result, they are likely to receive information quickly and save their
formation and knowledge, and a host of other

services than those who are not good at using technology.

It needs to be noted that the diffusion of technology is no longer impeded by financial resources. An expensive smart-
phone as well as an inexpensive simple one can perform similar functions. Indeed, the consumers may be categorised
into the “haves" who make good use of basic functional devices, the “have lots" who possess more expensive, sophisti-
cated d the *have-nots" who either lack access or are
allowed usage under strict supervision.

The *have nots” in are usually the with low tachnclogy s e s theleown
Thus, d d and they need to
be encouraged to use the technolagies for their own benefit

Furthermore, that urban people use information more frequently than the rural one may no longer be true. The digital
divide between rural and urban communities is narrowing down with the rapid diffusion of technologies. The issues of
connectivity are being sorted out

However, socio-cultural barriers have restricted the access of some important groups in society to digitel technologies.

Often either the lack of or because of notions of safety for gils, their access
o lechne\aqy is resticted. s0 that equal lable to all for benefit-
ing from d peopl

tested, exp\ored and promoted whereas they may gain immensely from the technological advances.



IERTTE Literacy and Fluency

21 Whatis digital lteracy?

Digital lteracy i, in additon o reacing and

tolocate, evaluate, it site,
creating, packaging and sharmg el a5 Wi ok R S5 sty el mleraclmg on
social media.

2.2 Eight components of digital lteracy *

221 Functional skills

Prficency n eadin, vnbing e st wasfo ong boen et o th il rinimu fo gattog o i s
These three s ed Kills that allow you to
use digitel devices and navigate et cyberspace. The ability to complete basic interet searches, athon spreadsheets
and PowerPoint presentations provide you with the opportunity to use a wide range of technologies collaboratively,
criically. These abilt and provide new avenues for professional advancement

The i s fuitona a1 sl ko sl iy o for ey of rasons O andn wsnasc

tions are quicker and more efficient. The Aadhar card s required to access

15 50 Nl o For SR i (o Becare s Ik 45 The Gaemnars b & o i) e ol
will become gly imp:

222 Creativity

ng\la\ technologies facilitate self-expression, ety ndleaming by ensiingthe users o do nnumersble things vith
h level of infor

e e analyses ofdata taking pictures makin qwdensand g Hoinc. he ke fa et
Presentation skills improve with the availabilty of a large variety of options. Sharing is easier and inexpensive. And
considerable reduction in the use of paper has some environmental benefits

22.3 Critical thinking and evaluation

Gritical thinking is the process of evaluating information, questioning it, and determining if its worthwhile. Everyone
should know how to think critically.

2) You can p inking by asking the
b) D enefit fror

T Do ot Tapeoreomund isae toward e Sizor st et
) Can youtell the author has an opinion?
) Does the heading or headline match the information in the body?
) Does the information conflict with something you know to be true?

Critical thinking willlead you to ask questions and find answers. You could explore information that you wish to know
more about. You could investigate any information that you doubt. The earlier you learn to think criticaly, you would be
better equipped to learn, verify facts and spot misinformation or “fake news”.

[ flect while onlin
neously, which increases the chances of careless decisions and wrong clicks. The result could be miscommunication or
exposure o threats and risks.

[T R——————)



2.2.4 Cultural and social understanding

Children I and cultural Making
and sharing media has become an important part of how children communicate with each other these days. Children
have to know how to negotiate information in text, visual, audio and so on and how to represent meaning effectively and
exsanoely s thess mecla. Chfanefeae and o thele o sfons e, snmains; music o oher medla
o sie e wi e YouTube, jok thei
ik o Boviog B oSGy W ook Tl Hesaas Ik bl 4 Spime S it Your Smie abnt
!echnology actively in your social and cultural interactions.

2255 Collaboration

d d
ness in the dig , which is granted,is
teams, agen: ituti |, the effects of what is happening in one
place can have repercussions in other places, what s affecting a few can affect very many. Real-time transmission of
information and weakening of geographical boundaries due to the digital revolution have their pros and cons, which may
be discussed ad infinitum.

The following are some of the implications, which can be harnessed and put to good use.

o i ts. When
many individuals connect,interact and contribute, solutions to even the most complex problems and processes can
be dealt with.

b) Efficiency and effectiveness. The group interactions can be productive when certain rules of engagement are
agreed upon, personal and civic responsibility is assumed on the basis of competency, and disagreement is acknow
edged, respected and addressed with open and flexible approaches.

culiar i b tal jurisdiction. Therg
s i he-ncum e i one country, meoﬂendevmznmhevcoun(vy e oo it thid courtiy The el ey b
established but dealing with national laws of various countries requires transnational collaboration and calibration
‘among national governments and the internet industry.

The nethonalaws can be Inoked o sl it mationalboundades: How can ol be adrssed when thetad
f countries, and at
ments ign p 0 ovdr o dhess cross natonal ssues oot provid easy stions 1o s problem

226 Ability to find and select information

but
ally endless information. The challenge is to check the veracity of the sources as wellas the information.

The following are a few pointers for checking the veracity of the source of information

a)ls the 1f yes, the responsibility for the information that is
being conveyed. If the information is inaccurate, their reputation and probably career could suffer. Has the author
mentioned the resources usedif yes this can help verify the information

b) A date shows if the information is current. Information changes very fast, thanks to the Internet and to verify if it is still
valid, a date is necessary. The information may not probably is no longer relevant. If there is no date at a, it may not be
credible

)15 the domain credible? The domain names say a lot about websites, .com, edu, and .gov are among the most credible
domain endings for websites. Other variations are much less credible. So check the URL name. If any of those three
options end a URL, it indicates the website's credbilty.

d) Is the website designed properly? Web design is surprisingly important in verifying a website's credibility. If someone
didn't put workinto their website to make it look good, you can't trust that they've put the necessary effort into verifying
theirinformation.




€) Are the spelling and grammar in the witing correct? The logic is simple - it reflects how seriously the production and
dissemination of information is taken. If there was no attempt to check the grammar and spelling, probably the accura-
cy of the information was not checked carefull.

9 Credibilty of information. Everything on the internet or on a social network should not be taken at face value. A lot of
motivated or misleading information and fake news is circulated through networks. An unbiased judgement based on
criical thinking can help o determie if the nformation s trustworthy. The reciient of nformation needs to decide on
the veracity of th fror o

The following message was circulated through WhatsApp in India in 2018. It seemed credible due to its style of
presentation and language. But careful scrutiny and investigations revealed that it was false and used the reference tag
of an order issued by the High Court of Sindh in Karachi, Pakistan, in 2015,

High courtorder

T e o7 oA Karaca
Cpino 58120 2015, Constitutionsl Jurldictlo
sq(cmnszzunsmc/usans

Bt e R
S e o ;
puatel S bl
) i e e e o

SRR Faraz Abmed

sw?mmmgamm‘:% o/o ey st

021 o w2 g ®o2 .
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2 1 Rederd g

Message Forwarded on WhatsApp in Delhi India Actual Order at Karachi, Pakistan

Box: Online resources for digital education

on the Intemet provide information about digital technologies. Some are fret
0 the full range of information materials. For example

E-Pathshala, initiated by the Ministry of Human Resource Development (MHRD) and the National Council of Educa
tional Research and Training (NCERT), ources for teachers, students, parents, researchers and educato
b, Android, I0S and Windows platforms. A wide variety of print and non-print materials,
including textbooks, audio, video and periodicals can be accessed online or downloaded for offline use at
"http://epathshala.ncert.org.in/epathshala.php?id=Students&type=&in=en.

Khan Academy makes available a range of onlfine tools and short video lessons on its YouTube™ channel and

‘website www khanacademy.org, which students can use to understand various lessons and concepts easily.

Various open source resources, video lectures on YouTube™, skilshare and GitHub are available to enhance techno-
logical skils, inclucing software development and coding. Your teachers can recommend other useful websites and.
portals. And you can also do your own online research;




227 Effective communication
Real-time communication

Digital technologies now faciltate immediate communication which may be one to one, one to many, or among many.
“This can be through voice calls, video calls, instant messaging platforms, SMSes , etc.

Sale

!

Offline and online transition. When connected with the internet, you can read online with the aid of a web browser. You
e content for and viewing later the internet
Some devices, like Kindle, faciltate offline reading. There are advantages and disadvantages of both. When reading
anline, he tesaes il apen qulckly b th page pen e st tme, a thrm may be some st thres when
filin take several hat

process is complete, pages open rapidly.
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the internet, you can the aid of Youcan the content
for g seeding when you areconnecter and viwing aar on even wlihout he ntmet. Sorwe dvlos,lie dndle
oth. When reading online, the resource will open
quickly, but atime,so s imesahen o Offline, the resourc-

toopenas However, once that process is complete, pages open

rapidy.

Points to remember:

Have your digital devices been installed with antivirus software?

When did you last update the antivirus software on your digital devi

The classification is drawn from the following:

eracy- rhmgm Cormpaments nlsdk ceany creal 31 329513105

literacy.across.the_ Lhtml



m%mmunicnlon

3.1 Whatis digital communication?

If digital literacy is about the ability to read, understand and interpret digital processes, digital communication is the
ability to employ these processes to connect and interact with others,

The users
can stay in i d their existing relationships and y peopl

less or not it his and build new and i Enabling
students icate and in the digital world their leaming process.

Box 3.1: Crcuity of digital communication

‘Soutc, O Pesce Faunaston

In plain and simple one-way communication, there is a sender who sends a message through a medium to a receiver.

bl commonlcaion e somenn speaking e someone lnering. erperscre corunundcafo ccurs when

the sender and eceiver sten to each othe
d

product et

iy animation) and somevne watchir

el ) oo i cummumca\mn gl e 1 hlihi 0 0 iz i
vi

y re-
qa\ed Fm instance, the email can e cop\ed o ‘many peopie The Giscussion on social media alows sUreGaton of
me: be one or many.

hiren ned to develop competency inaperating in both fves and maintin functional independence or this. The o
Abalance has to be maintainet




Real versus virtual lives

I T S
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Live mmun Live in worldwide web
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- =
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=

History remembered History recorded (footprints left)
Parents feel more in control Parents feel less in control

scenario arising with the technological realities of the current times. Virtual media can replace real lfe: Parents need to
establish boundaries that prevent virtual media from pushing out real, flesh-and-blood relationships and activiies.
Parents et nfomtearagers bt s o wetch ot for and vl 0 follow and sl management resparalbiltea
tobe leamt in order to

communication

Tof responsT

3.2 Opportunities and risks

One has to use the intemet smartly and responsibly while being conscious of the opportunities, potential threats and
disruptions.

Online activities provide an opportunity for adolescents to test their opinions and attitudes, experiment with identity,

experiment with social relationships and in the percepllan of anonymity also take risks which they may not in real lfe.

Adolescarts somelimas shos esk oot online, over  and p 9
n be addictive, is essential

e iz e o devlop rtia) tiking it egarde st conmamption. Aot nead o tke cae ot
online relationships, providi challenges, do not

tute for real S I Ve workd ot will shape their cnarzcm
and influence their capacity for lfe and their future s well Online games and social media technologies can create
2Pl itance Wi #1L SAR oe 15 et b o] GRS I ssSerl At il ok
about their own online activties.

Thers s been st o nerpersonl t gkl communication s he s ofthe Intemst. hi hes conrbuted 1o
a general loss of the perst levelopment of e can now talk and text even
ihen s o sach ot hes v ofianget the waywe comminlaste vhen st aach oths s many peope il
text afriend or loved one who s in
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Tachnclogy has it sidept bl to comevmicads ffcively b taondn-fce contess whiva roe of diverse

people. With social media, st alimited eople —

who are similar and Ivavecnmpavableve\ues el and atiudes. As 3 esult nas mpatredthl iy 1o commun:

cate with others who are different from them. Though new communication opportunities have increased the abilty to
quickly the quality has taken a hit. Communi-

cating face-o-face s still a very important component of building a lasting rapport with someone which is an essential

skillin daily lfe in a community or at work and everyone has to make an effort to keep these skill intact

Everyone needs to be conscious of this and use technology in a way that it does not become a substitute for real life
communication but remains a smart additional channel which is not allowed to compromise basic good interpersonal
or success

Remaining connected with friends, family and acquaintances is an attractive idea. But it can create certain situations
that can be awkward and difficult to deal with

- the moment commurication trough nstant messaging,texting,and posting comments online s cormon. 1t does 10t
allow enough time to reflect, react
TUde of mean. Butleaning 1o xt such convarsalons s sssential You may hava 1 8ign o mstant messacing, no
respond to a rude text, or stop yourself from posting a comment on Facebook or Instagram

Forwarding information

Responsible sharing

Itis not good to share false information.

Stop yourself from sharing posts that are offensive or obscene. Be respectful and
empathetic towards others.

¥
eC Use trusted sources for downloading online. Downloading songs and movies from
a untrusted sources may be illegal and you should not be sharing these with your
i friends. Use trusted websites or platforms, like Google Play Store, Apple App Store,
(o) = I Gaana.com, Saavn, Netflx, etc.
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Posting photographs

Often family,friend: ] not seek
consentof post. may not be bad, the photograph can be misused
by a wide variey of other people. ILis a gmm b bl e b e il i

Sharenting and ts risks

Many parents overshare pictures of their children online and in the process undermine their right to privacy, caus
‘embarrassment, hurt and bullying, and damage online reputation.

‘Sharenting reveals aspects of children's lfe on social media without their consent. They may be too young to fully
understand but it is important to cor from their perspective. Posting of a picture of a child
with a funny caption, elating to thei hair or facial expression, could upset them they are older or make them a
but of bullying by others. Every post contributes 1o a record of photos, shared links and comments. This record is
hard to delete and can shape the childs online reputation.

“Stranger danger”

real lfe, there are strangers, how much and what kind
of information is shared depends on the equation petivipeiv penp\e have in one another.

Itis important to choose online friends wisely. Be wary of new online friends. Do not trust them easily because who
knows who they are. There are many cases of peaple faking identities with not 5o good intentions. They may be people
known to you, who wish to dig out more information out of you. They may be strangers, who wish to gain and then betray
your trust

“Grooming”

‘Sometimes strangers, or even people who are known, build an emotional connection with children and yons people
online or trust for

begin to fee that a special friendship or relationship s developing and do not understand that they are being groomed
"Grooming” is subtle but has serious consequences.

Recognize ways that people online may seek to persuade you.

a) Bribing: money and gifts. The i bein the form of points or lives and in-game
rewards in an online game.

b) Flattery: Constant attention and praise can be a way of winning the affection of the targeted child.

ing play
are used to test the child’s vuhverehm!y [fthe child postively responds to his overtures, he will attempt to s
intimacy with the child

d) Desensitization: They try to desensitize the child to sexual acts by showing the child, pornography and child sexual
abuse imagery. Constant exposure to explicit content may ‘normalize’ sexual behavior for the child and ‘desensitize
her/him.

€) Threats and blackmail: They employ forceful coercion to gain access to the child

) Scattergun approach: When they do not know what the child will respond to, they may try all of the above in an effort
10 win the child’s attention and interest.

Inform and discuss with friends, family members, teachers or anyone you trust any annoying or uncomfortable occur-
rence or activity such as extra friendly behaviour, cyber stelking, bullying and strange behavior oline.
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