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PREFACE




Tms handbook on Cyber Safety is developed

handling of their adult lfe as well. The most
important aspect is that the Handbook will orient

children to to maintain in

with enhancing
of children and young people vith digital devices
and technologies. It aims to increase awareness
of how they work, tential

their lives to keep their academic, family and
social relationships in balance, to maintain good

self-esteem ., They will lear about

fisks and threats that come with the use of these,
and what children can do to use the technology
responsibly 50 as to take maximum advantage of
the opportunities and at the same time minimise
the risks and potential harm.

It aims to increase awareness amongst the
students about digital citizenship, which encour-
it t h

rationalising the time spent online for various
purposes so that they balance online and outdoor
activities necessary for their wellbeing and health
and also learn how not to abuse their bodies and
health through excessive time spent online, while
ignoring other activites.

Another major aspect is creating awareness
about their rights and also their

among the users. By intemalizing and practicing
the principles of digital citizenship, children can
be ‘smart and safe’ users of technology and
become competent to deal with the demands of
the increasingly digital world we live in.

While we are looking to equip children for being
‘smart and safe’ users of technology, we also

responsibilities in online behaviour They will learn
about digital etiquette and also be made aware
‘about some of their online behaviours which may
actually be infringing the lave It is extremely
important that children know and understand the
boundaries for their behaviours and consequenc-
esif these are crossed

doallin our know-how to

the teachers,
school administration and parents about the
opportunities and potential threats in the digital
world for children with the aim of creating a

wish

favourable and balanced approach in supporting
the use of technology by children. There is a need
to do everything in our means to develop a safe
experience for children and no stone should be
left unturned for ensuring this. It is important for

steps for protecting ourselves online, however,
there will still be a possibility that we come
across harmful material or experiences. We need
to be confident about sharing and talking about
these experiences with trusted adults at home
and in school and seeking a solution or redress
rather than suffering in silence and feeling
isolated. The Handbook also provides information

all their part the service
providers, parents, schools, government.At the
same time it is important that parents and
schools avoid being overprotective and inhibit or
restrict the use of technology as a way of prevent-
ing potential harm.

Giving children the knowledge, skills and capacity
to be smart digital citizens and exercise all

here 1o report such incidents, steps to do

this and where to seek help.

We aim to undertake this exercise of equipping
children with cyber safety skills and good online
etiquette and digital citizenship skills in an
enjoyable way, through simple reading, ‘being
‘smart checklists’ and quizzes and competitions.

P the use ayisa
much better way of preparing them for confident

journey together



INTRODUCTION




Technmogma\ advances are changing
the world in ways that could not have
been imagined. The emergence of
advanced digital innovations are provid:
ing new opportunities to connect and
earn, and have begun influencing every
aspect of human lfe.

Children and young people have shown
greater abilityto adapt and adopt digital
devices and innovations, which augurs
well for the future. They use the devices
and apps for a variety of functions,
including self-expression, communication,
networking, research, entertainment, and
much more. The interet has enabled
children to become active social agents
and to mobilise for social, ecological and
other causes. They are increasingly able
1o project their voices with unprecedented
reach

However, an assumption is often made
that young people have superior skills
with digital technology, which surpass
those of their parents and teachers. It
may or may not be right. Many young
people are confident n using a wide
range of technologies and often turn to
the intenet for information. They seem
able to learn to operate unfamiliar hard-
ware or software very quickly and may
take on the role of teaching adults how to
use computers and the intemet. But the

search engine's rankings for their selec-
tion of material. They may not understand
how search terms work or of the powerful
commercial forces that can result in @
particular company being top of the
search engine's list. They may not be
aware of the lurking risks and threats and
the fact that some of their actions can
invite them trouble.

Furthermore, the digital skills and knowl-
edge are not evenly spread amongst all
young people. Dearth of research on the
subject has prevented a nuanced analysis,
of who are most likely tolag behind in the
opportunities afforded by technological
advances. However, there is general
agreement among those working on cyber
safety and security among children and
young people that gender s a major
impediment. Social norms have impeded
gils'access to opportunities, including
the access and use of digital devices and
the internet. Many of them belonging to
socially or economically marginalised
farmilies in rural, semi-urban and urban
areas have either no access, or limited, or
supervised access to digital technologies,
which could enable them to exercise their
agency, autonomy and rights in an
increasingly interconnected world

‘The exploration of new vistas and acquisi
tion of rich experiences online require a
strong element of caution. After all, every

digital 0
also be misleading.

Many of them frequently struggle when
applying them to research tasks. They

can find it difficult to work out whether
information on an unfamiliar website is
trustworthy, and rely on their chosen

light has i The technologies
can be misused or overused in ways that
are detrimental to the users and even
non-users.

UNICEF in its Child Online Protection in
India report in 2016 had presented the
following typology of risks and threats
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Source: UNICEF India Report

The above classification presents a birds' eye view of the risks and threats which contribute to the vulnerability of
children and young people in the digital age. The other side of the coin is resilience among them, which needs to be
g -

tured in order to emp

gies.

ldren 3 p
sion, and ensure that they can recognise potential dangers and know what to do about them. The concept of digital
citizenship has emerged as a useful framework of various facets that need to be developed and strengthened.



1. Digital Access: Equitable distribution of technology and online resources is an important issue from the perspective
of human rights and social justice. In view of the proliferation of digital technologies and access to several essential
services depending on digital access, all efforts should be made to bring those without access under the digital umbrel-
la and empower them with digital lteracy.

2 gy and its use is the for optimising its benefits. Going
beyond reading and writing, digital lterac the of how digital media operates, how good
information and real news can be discerned from the unlimited reservoir of information and “fake news" respectively

and the ways in which online communication can be effective.

3. other people, through emails, cell-phones and

instant messaging, constantly and without delay, requires appropriate decisions by users who are faced with several
s, Ssic pommunioio incpls e wilthe eve exponiiogfosresof i dices o gl

id the users.

4. Digital Commerce: Increasing buying and selling of goods and services has opened vistas for the sellers, service
providers, and consumers. But they must have the tools and safeguards in place to assist with buying, selling, banking,
or using money in any way i the digital space. Such knowledge is particularly important for students who wish to
employ the tools of technology in exploring and determining the path to their future.

the norms or d resp while using technol-
ogy devices. One needs and practi  ethical behaviour in a vriety of digital environ-
ments. This includes shaping your digital reputation and being a responsible citizen of the communities in which you

participate, from school groups, to games, to social networks

6 Wellness: A collect of righ is important in a digital society for
maintaining social harmony and increasing productivity. Basic digital rights must be addressed, discussed, and under-
stood and users must help define how the technology is to be used in an appropriate manner.

7. Digital Rights, ibiites: A tights and important in a digital
society for maintaining social harmony and increasing productivty. Basic digital rights must be addressed, discussed,

and understood and users must help define gy s to be used in an approp

8. Digital Security: Awareness of potential online risks, threats and attacks and the ways and means of preventing them
are important skills to have in an interconnected world. While cautious conduct can ward off attempts at invasion of

and usage. Viruses, d other bots
canber passed along from one system to another wherever the devices are being used.

9. igha Low: Ath core of digal tizenhipar basic ethics, wichar eflcted nnatol and itenatonal laws
They prohibit and categorically while developing the
ways of addressing new challenges posed by digital technologies. The users are morally and legally duty bound to
exercise caution based on the existing laws and rules that regulate processes influenced by digital technologies and

provide protection from criminal activities and civil misdemeanors.



Live on Instagram

We'll notify some of your followers so that they
can watch. Live videos disappear after they've
finished.

Start Live Video




1.1 What i digital access?

“People who have access to digital technologies stand to gain in an interconnected world. All they need s a connection
to the internet and devices such as smartphones, desktop or laptop computers, or tablets, to send and receive written,
audio and visual messages without delay, perform endless number of tasks, access essential services and information
on a wide variety of topics. Those who do not at a high risk of missing out on these and many other opportunities”.

cheaper plans, Astudy of data from 6313 mobile data plans
across 230 counties over a period of around one month, October 23 0 November 28, 201, found that Inians pay an

average of Rs 18 for one gigabyte of data as against the global average of Rs 600. The researchers studied 57 plans in
India and concluded that the cost of 1 GB of data for the Indian user ranged between Rs 1.41 and Rs 98,33

The internet usage in India had exceeded half a billion people - 566 million as of December 20187 Of the total user base,
87 percent or 493 million Indians were defined as reqular users as they had accessed internet n last 30 days. Nearly 293
million active internet users reside in urban India, while there are 200 million active users in rural India. The report found
that 87 percent of users use mobile phone as one of the devices to access the internet.

Improved infrastructure and connectivity is expected to improve digital access in rural areas, even the most far flung.
Indeed, rural areas are fast catching up with urban areas in terms of digital access. But efforts still need to be made to
ensure that no one is denied digital access

1.2 Newer vistas with digital devices and Internet

‘Technological innovations can be seen everywhere, in our homes, classtooms and in our surroundings too.
Can you name 5 things that use modern technology around you?

“The following categories of devices perform different but interlinked functions.

a) Mobile phones, desktop and laptop computers, tablets

b) Exeaders, e.g, Kindle

) Dongle and Wi-Fi router

d) Internet connected printer

&) Internet Of Things (1oT) Devices: Smartwatches, Smart TV, Smart refrigerators, home assistants (e.g., Alexa,
Google Home, and Sir)

) Whiteboards and smart boards in smart classrooms.

‘These innovations have made lives easier than ever before bt their misuse and exploitation can aggravate unanticipated
tisks.
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“The Internet is an n

hat uses internet prot

and access to the intemet, several functions can be performed quickly and simultaneously. For instance: sending and
watching movies and

millions of websites, and writing blogs.

fibrary from

Digital technology is primarily used these days with new physical communications media, such as satellite and fibre
optc transmission. A modem is sed o convert the digital information n the computer, mobile phane, and ofher such
log signals for d o convert analog

for the computer”

Where Do People Spend More Time on Social Media?

Auags tme spnt conecte 105l etk g il sy (o

htps:/www.statista.com/chart/18983/-
time-spent-on-sacial-media/

According to an estimate, an Indian on an average
spends two hours and 25 minutes on social media
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1.3 Bits and Bytes

Radios and telephones conventionally used analog technology for electronic transmission. The data was conveyed
through electrical signals of varying frequency or amplitude, which were added to carrier waves of a given frequency.

Scientific progress has enabled the electronic technology to generate, store and process data in various forms. The
number 1 denotes the positive while 0 represents the negative. Data is stored or transmitted with digital technology in
strings of 0 and 1. Each of these state digits is referred to as a bit (and a string of bits that a computer can address

individually as a group is a byte).

Analog Signal Digital Signal

1.4 Navigating the Cyberspace

141 Intermet and the World Wide Web

Internet may be considered a vast network of networks, which enables access to any and every kind of information. The

following by anidea of tof takes place on the

internet

*The World Wide Web, commonly known as www, is one of the networks which is used by most of the legitimate users
to navigate using search engines like Google, Yahoo, Bing and DuckDuckGo, But itis just the ip of the iceberg. Beyond
it and unreached by the regular search engines is the Deep Web,

Indeed, the vast Intemet consists of three layers. The first layer is public, consisting of sites we use frequently such as
Facebook, Twitter, Amazon and Linkedin. This layer makes up just about 4 to 6 percent of the entire Intemet. The,
remaining 94 to 96 percent s the Deep Web and the Dark Net.”

AMinute on the Internet in 2019
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1.4.2 The no go zone: Deepweb and Darknet

The Dark Net, or b, tof children. The Dark Net, s recog-
nized as the undenworld or the “Wild West” of cyberspace and cannot be accessed using Google or other regular search

engines.

JQ\ — WomLD Wios wes

The Deep Web, the second layer, is a network where data is stored in inaccessible databases. It includes all web pages,
websites, intranets, networks and online communities that are intentionally andor unintentionally hidden, invisible or
unreachable to search engine crawlers. It is also known as the hidden web, undernet, Deep Net of invisible web.

The Dark Net, or hidden web, is the third and deeper layer of the Interet is recognized as the underworld or the *Wild
West" of cyberspace. Itis a network of networks that are not indexed by search engines such as Google, Yahoo of Bing.
d

databases and corporate sites, as well as those with shadier subjects such as black markets, fetish communities, and
hacking and piracy.

As it provides anonymity to the users, this is where hackers congregate and faciltate illegal meetings. The type of site

most commonly associated with the dark web are marketplaces where it goods such as narcotics, firearms, and

stolen credit boughtand sold. The darkest

and exchange chid porography. More than tha, though,the dark web contain content an datathat can be accessed
It forum, chat room, or server

have access to the darknet

1.43 Administration of the cyberspace

Astheinternet respect the role of the national
is limited in the management of The national invest i the i and develop-
ment of technical and human resources, the legal regime remains compromised. The servers of most of the intermet




service providers are situated in the United States and Western Europe, and are beyond the jurisdiction of Indian or any.
other national law. The internet service providers insist on removing or blocking access to only that content which
violates their community guidelines.

International law provides for some mechanisms for negotiations on varied aspects of cyberspace management and
security but there are, as of now, plenty of hindrances. As on hild sexual ab
materials (including images) on the internet has brought the governments and industry on the same page, the action to
take them down tends to be prompt. International inter-agency cooperation against cybercrimes is ongoing but the
common cause has to be agreed upon in many other areas.

In principle, digital technologies expand the horizons of the users by allowing them to look beyond national and
hical boundaries. Well almost. They may even
insist on local versions, which permit them to negotiate restrictions with the internet service providers on access to any

content deemed ilegal or offensive in their country.
Box: Restrictions on inteet in some countries
Pakistan had banned YouTube for about three years following violent protests across major cities against the
uploading of an anti1slam film on the site in September 2012. It permitted a new version of YouTube, which allowed
the Pakistan Telecommunication Authority (PTA) t to offending material to be blocked within the coun-

try.

China has blocked Google, Facebook, Twitter and Instagram, as well as thousands of other foreign w

ing The New York Times and Chinese Wikipedia, over the past decade. Nonetheless, t has not disrupted the access.

of Chinese people to internet. A range of Chinese websites such as Baidu, WeChat/Wei 0) perform

the same functions even though with a strong dose of censorship.

Consider some of its implications. The intemet industry has the ambitious task of administering the cyberspace and
ensuring its safety. Technological advances are making that happen but itis a moot question if they can keep pace with
the mischief that is being played.

1.5 Barriers to digital access

“The abilty to afford digital devices and intemet was for long associated with digital access. The devices have become
cheaper over the years with easy availability of a wide variety of




P tobea boon for

L f affordable packages or plans.

access. g knowledge of
English as most of the unhne/dlg\ta\ applications are in English, the ability to use computers and computer related
technologies, an aptitude for efficient use of technology, easy access to digital devices and the interet, and the owner-
ship of the internet connected digital devices. As a result, they are likely to receive information quickly and save their
formation and knowledge, and a host of other

services than those who are not good at using technology.

It needs to be noted that the diffusion of technology is no longer impeded by financial resources. An expensive smart-
phone as well as an inexpensive simple one can perform similar functions. Indeed, the consumers may be categorised
into the “haves" who make good use of basic functional devices, the “have lots" who possess more expensive, sophisti-
cated d the *have-nots" who either lack access or are
allowed usage under strict supervision.

The *have nots” in are usually the with low tachnclogy s e s theleown
Thus, d d and they need to
be encouraged to use the technolagies for their own benefit

Furthermore, that urban people use information more frequently than the rural one may no longer be true. The digital
divide between rural and urban communities is narrowing down with the rapid diffusion of technologies. The issues of
connectivity are being sorted out

However, socio-cultural barriers have restricted the access of some important groups in society to digitel technologies.

Often either the lack of or because of notions of safety for gils, their access
o lechne\aqy is resticted. s0 that equal lable to all for benefit-
ing from d peopl

tested, exp\ored and promoted whereas they may gain immensely from the technological advances.



IERTTE Literacy and Fluency

21 Whatis digital lteracy?

Digital lteracy i, in additon o reacing and

tolocate, evaluate, it site,
creating, packaging and sharmg el a5 Wi ok R S5 sty el mleraclmg on
social media.

2.2 Eight components of digital lteracy *

221 Functional skills

Prficency n eadin, vnbing e st wasfo ong boen et o th il rinimu fo gattog o i s
These three s ed Kills that allow you to
use digitel devices and navigate et cyberspace. The ability to complete basic interet searches, athon spreadsheets
and PowerPoint presentations provide you with the opportunity to use a wide range of technologies collaboratively,
criically. These abilt and provide new avenues for professional advancement

The i s fuitona a1 sl ko sl iy o for ey of rasons O andn wsnasc

tions are quicker and more efficient. The Aadhar card s required to access

15 50 Nl o For SR i (o Becare s Ik 45 The Gaemnars b & o i) e ol
will become gly imp:

222 Creativity

ng\la\ technologies facilitate self-expression, ety ndleaming by ensiingthe users o do nnumersble things vith
h level of infor

e e analyses ofdata taking pictures makin qwdensand g Hoinc. he ke fa et
Presentation skills improve with the availabilty of a large variety of options. Sharing is easier and inexpensive. And
considerable reduction in the use of paper has some environmental benefits

22.3 Critical thinking and evaluation

Gritical thinking is the process of evaluating information, questioning it, and determining if its worthwhile. Everyone
should know how to think critically.

2) You can p inking by asking the
b) D enefit fror

T Do ot Tapeoreomund isae toward e Sizor st et
) Can youtell the author has an opinion?
) Does the heading or headline match the information in the body?
) Does the information conflict with something you know to be true?

Critical thinking willlead you to ask questions and find answers. You could explore information that you wish to know
more about. You could investigate any information that you doubt. The earlier you learn to think criticaly, you would be
better equipped to learn, verify facts and spot misinformation or “fake news”.

[ flect while onlin
neously, which increases the chances of careless decisions and wrong clicks. The result could be miscommunication or
exposure o threats and risks.

[T R——————)



2.2.4 Cultural and social understanding

Children I and cultural Making
and sharing media has become an important part of how children communicate with each other these days. Children
have to know how to negotiate information in text, visual, audio and so on and how to represent meaning effectively and
exsanoely s thess mecla. Chfanefeae and o thele o sfons e, snmains; music o oher medla
o sie e wi e YouTube, jok thei
ik o Boviog B oSGy W ook Tl Hesaas Ik bl 4 Spime S it Your Smie abnt
!echnology actively in your social and cultural interactions.

2255 Collaboration

d d
ness in the dig , which is granted,is
teams, agen: ituti |, the effects of what is happening in one
place can have repercussions in other places, what s affecting a few can affect very many. Real-time transmission of
information and weakening of geographical boundaries due to the digital revolution have their pros and cons, which may
be discussed ad infinitum.

The following are some of the implications, which can be harnessed and put to good use.

o i ts. When
many individuals connect,interact and contribute, solutions to even the most complex problems and processes can
be dealt with.

b) Efficiency and effectiveness. The group interactions can be productive when certain rules of engagement are
agreed upon, personal and civic responsibility is assumed on the basis of competency, and disagreement is acknow
edged, respected and addressed with open and flexible approaches.

culiar i b tal jurisdiction. Therg
s i he-ncum e i one country, meoﬂendevmznmhevcoun(vy e oo it thid courtiy The el ey b
established but dealing with national laws of various countries requires transnational collaboration and calibration
‘among national governments and the internet industry.

The nethonalaws can be Inoked o sl it mationalboundades: How can ol be adrssed when thetad
f countries, and at
ments ign p 0 ovdr o dhess cross natonal ssues oot provid easy stions 1o s problem

226 Ability to find and select information

but
ally endless information. The challenge is to check the veracity of the sources as wellas the information.

The following are a few pointers for checking the veracity of the source of information

a)ls the 1f yes, the responsibility for the information that is
being conveyed. If the information is inaccurate, their reputation and probably career could suffer. Has the author
mentioned the resources usedif yes this can help verify the information

b) A date shows if the information is current. Information changes very fast, thanks to the Internet and to verify if it is still
valid, a date is necessary. The information may not probably is no longer relevant. If there is no date at a, it may not be
credible

)15 the domain credible? The domain names say a lot about websites, .com, edu, and .gov are among the most credible
domain endings for websites. Other variations are much less credible. So check the URL name. If any of those three
options end a URL, it indicates the website's credbilty.

d) Is the website designed properly? Web design is surprisingly important in verifying a website's credibility. If someone
didn't put workinto their website to make it look good, you can't trust that they've put the necessary effort into verifying
theirinformation.




€) Are the spelling and grammar in the witing correct? The logic is simple - it reflects how seriously the production and
dissemination of information is taken. If there was no attempt to check the grammar and spelling, probably the accura-
cy of the information was not checked carefull.

9 Credibilty of information. Everything on the internet or on a social network should not be taken at face value. A lot of
motivated or misleading information and fake news is circulated through networks. An unbiased judgement based on
criical thinking can help o determie if the nformation s trustworthy. The reciient of nformation needs to decide on
the veracity of th fror o

The following message was circulated through WhatsApp in India in 2018. It seemed credible due to its style of
presentation and language. But careful scrutiny and investigations revealed that it was false and used the reference tag
of an order issued by the High Court of Sindh in Karachi, Pakistan, in 2015,

High courtorder

T e o7 oA Karaca
Cpino 58120 2015, Constitutionsl Jurldictlo
sq(cmnszzunsmc/usans

Bt e R
S e o ;
puatel S bl
) i e e e o

SRR Faraz Abmed

sw?mmmgamm‘:% o/o ey st

021 o w2 g ®o2 .
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2 1 Rederd g

Message Forwarded on WhatsApp in Delhi India Actual Order at Karachi, Pakistan

Box: Online resources for digital education

on the Intemet provide information about digital technologies. Some are fret
0 the full range of information materials. For example

E-Pathshala, initiated by the Ministry of Human Resource Development (MHRD) and the National Council of Educa
tional Research and Training (NCERT), ources for teachers, students, parents, researchers and educato
b, Android, I0S and Windows platforms. A wide variety of print and non-print materials,
including textbooks, audio, video and periodicals can be accessed online or downloaded for offline use at
"http://epathshala.ncert.org.in/epathshala.php?id=Students&type=&in=en.

Khan Academy makes available a range of onlfine tools and short video lessons on its YouTube™ channel and

‘website www khanacademy.org, which students can use to understand various lessons and concepts easily.

Various open source resources, video lectures on YouTube™, skilshare and GitHub are available to enhance techno-
logical skils, inclucing software development and coding. Your teachers can recommend other useful websites and.
portals. And you can also do your own online research;




227 Effective communication
Real-time communication

Digital technologies now faciltate immediate communication which may be one to one, one to many, or among many.
“This can be through voice calls, video calls, instant messaging platforms, SMSes , etc.

Sale

!

Offline and online transition. When connected with the internet, you can read online with the aid of a web browser. You
e content for and viewing later the internet
Some devices, like Kindle, faciltate offline reading. There are advantages and disadvantages of both. When reading
anline, he tesaes il apen qulckly b th page pen e st tme, a thrm may be some st thres when
filin take several hat

process is complete, pages open rapidly.

228 Esafety

the internet, you can the aid of Youcan the content
for g seeding when you areconnecter and viwing aar on even wlihout he ntmet. Sorwe dvlos,lie dndle
oth. When reading online, the resource will open
quickly, but atime,so s imesahen o Offline, the resourc-

toopenas However, once that process is complete, pages open

rapidy.

Points to remember:

Have your digital devices been installed with antivirus software?

When did you last update the antivirus software on your digital devi

The classification is drawn from the following:

eracy- rhmgm Cormpaments nlsdk ceany creal 31 329513105

literacy.across.the_ Lhtml



m%mmunicnlon

3.1 Whatis digital communication?

If digital literacy is about the ability to read, understand and interpret digital processes, digital communication is the
ability to employ these processes to connect and interact with others,

The users
can stay in i d their existing relationships and y peopl

less or not it his and build new and i Enabling
students icate and in the digital world their leaming process.

Box 3.1: Crcuity of digital communication

‘Soutc, O Pesce Faunaston

In plain and simple one-way communication, there is a sender who sends a message through a medium to a receiver.

bl commonlcaion e somenn speaking e someone lnering. erperscre corunundcafo ccurs when

the sender and eceiver sten to each othe
d

product et

iy animation) and somevne watchir

el ) oo i cummumca\mn gl e 1 hlihi 0 0 iz i
vi

y re-
qa\ed Fm instance, the email can e cop\ed o ‘many peopie The Giscussion on social media alows sUreGaton of
me: be one or many.

hiren ned to develop competency inaperating in both fves and maintin functional independence or this. The o
Abalance has to be maintainet




Real versus virtual lives
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History remembered History recorded (footprints left)
Parents feel more in control Parents feel less in control

scenario arising with the technological realities of the current times. Virtual media can replace real lfe: Parents need to
establish boundaries that prevent virtual media from pushing out real, flesh-and-blood relationships and activiies.
Parents et nfomtearagers bt s o wetch ot for and vl 0 follow and sl management resparalbiltea
tobe leamt in order to

communication

Tof responsT

3.2 Opportunities and risks

One has to use the intemet smartly and responsibly while being conscious of the opportunities, potential threats and
disruptions.

Online activities provide an opportunity for adolescents to test their opinions and attitudes, experiment with identity,

experiment with social relationships and in the percepllan of anonymity also take risks which they may not in real lfe.

Adolescarts somelimas shos esk oot online, over  and p 9
n be addictive, is essential

e iz e o devlop rtia) tiking it egarde st conmamption. Aot nead o tke cae ot
online relationships, providi challenges, do not

tute for real S I Ve workd ot will shape their cnarzcm
and influence their capacity for lfe and their future s well Online games and social media technologies can create
2Pl itance Wi #1L SAR oe 15 et b o] GRS I ssSerl At il ok
about their own online activties.

Thers s been st o nerpersonl t gkl communication s he s ofthe Intemst. hi hes conrbuted 1o
a general loss of the perst levelopment of e can now talk and text even
ihen s o sach ot hes v ofianget the waywe comminlaste vhen st aach oths s many peope il
text afriend or loved one who s in

19 | Cyber Safety Booklet for Childrer



Tachnclogy has it sidept bl to comevmicads ffcively b taondn-fce contess whiva roe of diverse

people. With social media, st alimited eople —

who are similar and Ivavecnmpavableve\ues el and atiudes. As 3 esult nas mpatredthl iy 1o commun:

cate with others who are different from them. Though new communication opportunities have increased the abilty to
quickly the quality has taken a hit. Communi-

cating face-o-face s still a very important component of building a lasting rapport with someone which is an essential

skillin daily lfe in a community or at work and everyone has to make an effort to keep these skill intact

Everyone needs to be conscious of this and use technology in a way that it does not become a substitute for real life
communication but remains a smart additional channel which is not allowed to compromise basic good interpersonal
or success

Remaining connected with friends, family and acquaintances is an attractive idea. But it can create certain situations
that can be awkward and difficult to deal with

- the moment commurication trough nstant messaging,texting,and posting comments online s cormon. 1t does 10t
allow enough time to reflect, react
TUde of mean. Butleaning 1o xt such convarsalons s sssential You may hava 1 8ign o mstant messacing, no
respond to a rude text, or stop yourself from posting a comment on Facebook or Instagram

Forwarding information

Responsible sharing

Itis not good to share false information.

Stop yourself from sharing posts that are offensive or obscene. Be respectful and
empathetic towards others.

¥
eC Use trusted sources for downloading online. Downloading songs and movies from
a untrusted sources may be illegal and you should not be sharing these with your
i friends. Use trusted websites or platforms, like Google Play Store, Apple App Store,
(o) = I Gaana.com, Saavn, Netflx, etc.
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Posting photographs

Often family,friend: ] not seek
consentof post. may not be bad, the photograph can be misused
by a wide variey of other people. ILis a gmm b bl e b e il i

Sharenting and ts risks

Many parents overshare pictures of their children online and in the process undermine their right to privacy, caus
‘embarrassment, hurt and bullying, and damage online reputation.

‘Sharenting reveals aspects of children's lfe on social media without their consent. They may be too young to fully
understand but it is important to cor from their perspective. Posting of a picture of a child
with a funny caption, elating to thei hair or facial expression, could upset them they are older or make them a
but of bullying by others. Every post contributes 1o a record of photos, shared links and comments. This record is
hard to delete and can shape the childs online reputation.

“Stranger danger”

real lfe, there are strangers, how much and what kind
of information is shared depends on the equation petivipeiv penp\e have in one another.

Itis important to choose online friends wisely. Be wary of new online friends. Do not trust them easily because who
knows who they are. There are many cases of peaple faking identities with not 5o good intentions. They may be people
known to you, who wish to dig out more information out of you. They may be strangers, who wish to gain and then betray
your trust

“Grooming”

‘Sometimes strangers, or even people who are known, build an emotional connection with children and yons people
online or trust for

begin to fee that a special friendship or relationship s developing and do not understand that they are being groomed
"Grooming” is subtle but has serious consequences.

Recognize ways that people online may seek to persuade you.

a) Bribing: money and gifts. The i bein the form of points or lives and in-game
rewards in an online game.

b) Flattery: Constant attention and praise can be a way of winning the affection of the targeted child.

ing play
are used to test the child’s vuhverehm!y [fthe child postively responds to his overtures, he will attempt to s
intimacy with the child

d) Desensitization: They try to desensitize the child to sexual acts by showing the child, pornography and child sexual
abuse imagery. Constant exposure to explicit content may ‘normalize’ sexual behavior for the child and ‘desensitize
her/him.

€) Threats and blackmail: They employ forceful coercion to gain access to the child

) Scattergun approach: When they do not know what the child will respond to, they may try all of the above in an effort
10 win the child’s attention and interest.

Inform and discuss with friends, family members, teachers or anyone you trust any annoying or uncomfortable occur-
rence or activity such as extra friendly behaviour, cyber stelking, bullying and strange behavior oline.

211cy I



Viewing inappropriate content

As you access the intemet independently and increasingly, you may come across content which is not suitable for your
age or development stage. This may include information or images that are adult in nature, may be sexually explicit, very
violent and can pset you or influence you 1o unlawful behaviours. Accessing inappropriate content is possible though
any intemet enabled device and can happen accidentally even when you are not actively searching for it through
websites, gaming apps, links sent to you or while chatting with your friends. You may not be developmentally ready to
deal with what you see by yourself 50 share your experience and concerns with your parents or a trusted adult.

One way of avoiding inappropriate content unsuitable for your age group is to always stick to games and apps indicated
for your thing but this does not al that you will ot

atefor your age at all. If this happens or you are upset, confused or worried about anything you have come across through
the internet, you should talk to your parents or a trusted adult

Gaming: Games can offer young people a sense of escape from the reality of the world and the social aspect of some
games can help children feel part of a community. More and_more children and_young people are_joining the online
gaming community. Easy access and a range of platforms that can be used for playing online games are increasing
online gaming in India

hildren play onli biles, consoles, compu gaming devices and The gaming
consoles operate like a computer where you need to create your account,login, put a headset, use a webcam or other
devices. You not only play games with several users online but also talk to them, share your views, become friends, join
groups, teams, etc

Wherever there are  lot of users on internet, “This can bein way of cheat-
ing, cyber bullying, sharing inappropriate content,etc. and sometimes gaming addiction. While online games can be a
fun way to connect with people, they also bring associated risks and it is important for you to understand the potential
tisks and know how to handle certain situations. Have fun but be safet

Potentialrisks assaciated with online gaming
2) Some games let children play and chat with anyone in the world. There are many sshe players online who may

bully you. Some players play simply to bully or They may cheat others. Itis
important for you to be careful.

abusing the fear around th selfharm
ahd caryaut varoLs s and post 1 resul onling undet the uiseof ome game challange. 5o no g in 10 Such
provocation and/or challenge. Stop playing such games and inform your parents/ elders.

) Many adults and cyber criminals pretend to be children while playing online games. They may try to befriend you by
giving tips about the games, sharing points with you and trying to win your trust. They may use this opportunity to get
your personal information o influencing you for a one-to-one meeting

d) Some games may have content which might upset you. This could include violence, horror, or sex or induce you to
selfharm. Do not play these games and talk to an adult if you are upset.

&) Online games are sedentary in nature and children can be involved for long periods without moving around. Itis good
advice to take breaks every hour or alternate online games with outdoor activiies.

) Be aware of when you feel ike you might be getting addicted to online gaming. Check f your online games,
stop you from seeing your friends or family

i) take the place of doing homewiork
ifjmake it hard to stop thinking about playing
i) make you unable to stop playing, even when you need to sleep

If you feel this is happening, t's a good idea o get support. Talking to someone you trust, preferably an adult or a profes-
sional counsellor. Either they may be able to help or help you find someone who can help.

Know the isks, exercise good judgment and sesk advice. What you do online has the potential 0 ffect everyone - at
home, at school and around the world. Practicing habits benefits th




3.3 Safety and security during online gaming

Yo nse i coueil anc ok sl o petact yomsal ndyouefen e vl ke smsoctedvith
online gaming. You may end-up downloading viruses and malwares which can compromise the security of your comput-
e or smartphone. You 4o not know other ‘ayers and thl intentone, The personal information shared by you can be
misused by scammers or cyber bulies. Some cyber criminals befriend children by helping them with winning games or
charing ponte. They may win your trust and later aek fr your help 1 buy coine/points etc

Prudent selection of games to play

play. Sticktothe:
age group.

b) Never install games downloaded from free online gaming websites that are not reputed. Never download
games by clicking on links received on mail or text message or through a pop up.

Protect personal information

2) Always install a good antivirus software on your computer, smartphone or other handheld devices. Regularly
update the antivirus and other applications:

b) Do ot share personal information like name, date of birth, address or phone numbers while playing online
games.

Never share your passwords with anyone. You should use a complex password for your online gaming account
and other online accounts. It is a good practice to change your password at regular intervals.

) Never use voice chat or webcam while playing online games. This may share your identity with other players
and attract cyber bullies and other cyber criminals.

d) Never share your or your parent’s credit card/debit card details with anyone when you are playing online
‘games. They may ask credit or debit card details. Never share such details with anyone.

Know how to respond to online challenges

) Know the tools that are available to deal with aggressive or inappropriate conduct online. Learn how to blot
mute, delete and report on the games and consoles being used.

b) If you face any challenge in online gaming world, immediately inform your parents or elders o that they can
support and guide you.

) Never meet in person with someone from your online gaming world. In real/lfe they may be very different
Cyber criminals may befriend you and try mesting you or getting your personal information. They may have
wrong intentions.

Balance online gaming and playing outdoor gar Il enjoy outdoor activities, this is good for your health and you
can meet real riends and enjoy their company.




Limits n friendships

Felatonsiipare somplex ad piscy s persor, Sat Ik o your o fenilpa st wel a e cormundesiion
with real lie friends. There has to mit 0 what you shareor exchange i ters of iten wrds,photographs or
Nideos: Bamermbsonzanine Yo may actually

2 et sk an arm 10 ot peraon and eputaton

s Instagram account was hacked by one of her classmates. He used her account to send obscene
s to her friends and also to all the people who were added in her account. Next day her friends

e e T Iy and those who talked were very indifferent (rude) in their behavior. The girldid not understand
kept on happening for a week. The girl was in despair and asked one of her friend as to why is

her she had no clue that this all happened. She then clarified with her friends and

“The problem that still remains it is still being used by though most of her frien
have reported that account.

Learings: Aiays make sure thatyou use Strong Passwords and not eveal  anybody,even your best fiends. Make
sure that if something like this happens, you tell it to your parents, lg Also
cybercrime branch of the police

‘There have been many cases of revenge porn in recent years that highlight the importance of limits to offline and online
friendship,

Revenge pornography is “An act whereby the perpetrator satis-
fies his anger and frustration for a broken relationship
through publicising false, sexually provocative portrayal of

with the consent of the victim herself; and which may essen-
tially have been done to defame the victim”

Teenagers in the age-group of 14 1o 18 years are the worst
victims of revenge pom as well s the perpetrators them-
selves, which is a matter of concern’ Some teenage students
who have been in a relationship and end it find their explicit
photographs circulated on social media platforms or tags her

be targeted by her jealous classmates, her ex-boyfriend or

ing her because she stopped communicating with him when
she realised the dangers of online relationships.
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This can lead to students dropping out of schools and preferring to stay home or change schools. This pushes them into
depression and isolation from their fiends. Often, students don't report such cases to their parents and their teachers
fearing that the issue will blow up into something big, which lands them into more problerms.

While some teenagers may know the dangers of sexting, peer pressure forces them to indulge in this as due to peer
pressure and not wanting to be left out of the group. Children should not succumb to peer pressure, especially to take
isks of

repiston
driven to suicide. Do not give in to pressure. 1

the
ener key you canno etreve your message and may make yoursel vlnerabletopoteial arm and xplfttion.

However, teenagers need to understand gender relations. Boys must leam to interact with girls on equal terms and
respect them and their desires as those of human beings, not simply as objects of respect or desires. Consent must be
an important part of relationships. Pictures, videos and other material shared in confidence cannot be published on
social media without the permission of the person just because the other person does not want to continue in the
relationship. Youngsters must lear to cope with rejection as itis a part of life but not the end of the world




BT commrce

4.1 Whatis digital commerce?

Digital commerce s about the users undertaking legitimate and legal exchanges using digital technologies. The new
digital economy has improved the choices of goods and services to the consumers. They can choose what they want

from by an ever of The virtual market place is assisted
by a growing network of financial and other service providers.

e Ml fryen
Super Offers
(=5

Websites sales of goods and of|
directly through their own platforms or through aggregators.

a) Buy and sell (e.g. Amazon, Flipkart, eBay, Facebook ‘marketplace”,..)

b) Book travel (e.g. IRCTC, Makemy Trip, RedBus.in, booking com)

©) Book hotels (.9, Trivago)

d) Order food (e.g. Zomato, Swigay)

©) Sell used products (e.g. Olx, Quikr, ebay)

) Make payments (Paytm, Google Pay, Bhim, UPI, credit and debit cards, and netbanking)
g) Advertise goods and services

1) Pay taxes (e-payment portals)




Good practices

 Install a robust anti-malware and antivirus solution
- Be extra careful while visiting websites that ask for personal and financial information

- Never click on suspicious email messages, especially those offering loans and too good to be true deals.
- Shop only at websites you trust. Check the security features of new websites and the authenticity and
customer reviews of the busint

- Keep the receipt, order confirmation number, and postal tracking number safe.

 Report if you do not receive merchandise of the promised quality.

4.2 Opportunities and risks.

An e payment system is a way of making transactions or paying for goods and services through an electronic medium,
without the use of checks or cash. I’ also called tem or tem. The electron-
ic payment system has grown increasingly over the last decades due to the growing spread of internet-based banking
and shopping. Technological advances are bound to increase the use of electronic payment systems and payment
processing devices. As these increase, improve, and provide ever more secure online payment transactions the percent-
age of check and cash transactions will decrease.

https:/securionpay.com/blog/e-payment-system/

But you are also suscept frauds, o identity theft, unauthorised access and siphon-
ing of money.

Cybercrime.
In Phishing and Vishing. A target SFYRGpla 1 OTIRCIE] Gl LESHONE SRt ERsage DY OTESIR Sk 20 &

Ture identifiable information, banking
and credit card details, and passwords

Phishing is a cybercrime in which a website's traffic is manipulated and confidential information is stolen.

Vishing is the telephone equivalent of phishing. It is the act of using the telephone in an attempt to scam the user into
surrendering private information that will be used for identity theft

Pharming is essentially a phishing scam that infects multiple users at once. It exploits the foundation of how Interet
browsing works — namely, that the sequence of letters that form an Intenet address, such as www google.com, have to
be converted into an IP address by a DNS server in order for the connection to proceed.

“This exploit attacks this process in one of two ways. First, a hacker may install a virus or Trojan on a user's computer that
changes the computer's hosts file to direct traffic away from its intended target, and toward a fake website instead.
Second,the hacker may instead poison 2 DNS serve,causing multiple users o inadvertently viit th fake ite. The fake
websites can be used to or Trojans on or attempt to P

and financial information for use in identity theft. In cases of DNS server poisoning, the affected user can have a
completely malware-free computer and stil becorne a victi. Even taking precautions such as manually entering in the
website address or always using trusted bookmarks isn't enough, because the misdirection happens after the computer
sends a connection request.

Malvertising It is the process of using advertisements to infect your devices and systems with malware. These ads look
legitimate and trustworthy, by one simple click will cause your phones and computers to be compromised.

Piracy. Production and consumption of pirated music, software, Games and videos is common but illegal.




An equal amount of goods and senvices which are in conflict with the laws or morals of some countries are surfacing
(e.g. ilegal downloading, pornography, and gambling)

4.3 Safety and security measures for online transactions
4.3.1 General safety measures

Secure your digital devices linked with bank accounts with strong passwords and good antivirus software. Choose
unique, non-guessable and meaningless passwords.

Secure your credit and debit d
login alerts. Update the online passwords of bank accounts and the PIN of debit and credit cards regularly. Do not share
online account password, card number, CVV, expiry date, PIN and OTP with anyone.

Computers in cyber cafes may not have updated anti malware, P
bank details and other sensitive information such as card number, expiry date, CVV, etc,

a) Avoid making online financial transactions using a public Wi-Fi or a computer in a cyber cafe.

b)Leamto i i . which is encrypted
an unsecure network.

4.3.2 Prevention of financial frauds

Online vendors or service providers as part of their verification process often ask for personal information, including
address, email address, previous addresses, mother's maiden name, place of birth, pin number, bank account details,
Aadhaar number and passwords.

Such information is also required by cyber criminals for unauthorised and illegal transactions. By getting hold of some.
information, they can access other information about the potential victim and make unauthorized financial transactions
using the victim's credit card or bank account, commit other crimes, such as entering (or exiting) a country illegally,

.l more. In fact, they.

can use the victim's identity to commit almost any crime imaginable in his or her name.

If a criminal has used another person's identity to commit a crime, this can put the victim under police suspicion. The
victim may find themselves being investigated as part of a criminal investigation, and in some cases they may find it
difficult to prove their innocence.

a) phone ing any call from I tobea o who seeks sensitive
information to avoid deactivation of your number or making a just too generous offer. Immediately call customer
care to check if such a callis genuine.

b) Always type in the bank website when trying to login to the bank account. Do not not click on a link to the bank
website, which appears on an email, text message o a pop-up. This may be a fake link and may take you to a fake
site. Once you login to your bank account from a fake site, your sensitive details like account number and password
may be stolen.



) Check for the bank's security centificate details and various signs such as green address line, lock sign on the
address bar and HTTPS to confirm the security of the bank's website

d) Review monthly f bank account and credit card: lly to check if there are any transactions you
do not recall,
s orcred o credit card,

inform the bank immediately and get you card and account blocked, and follow up by lodging a formal complaint at
the nearest police station.

RBI Guidelines regarding protection against financial frauds

https://www.rbi.org.in/Scripts/NotificationUser aspx?/d=110408Mod

Identity Theft If anyone uses any information that is unique to you to impersonate you without your consent, it is called
identity theft and is illegal

Hacking It s the process of gaining access to a system or account without authorization.

Malware Short for malicious software, these are software that are designed with the intent to disrupt, damage, or gain
unauthorized access to a computer system

Ransomware software that U their aransomis paid.

Be cautious with links: If you get an email or notification that you find suspicious, don't click on its links. It could be a
phishing attack. It's always better to type a website's address directly into a browser than clicking on a link.

Watch out for typographical errors: Phishing scams are infamous for having typos. If you receive an email or notification
from a reputable company, it should not contain typos.

Take a phishing IQ test to see if you can spot a fake email

Scan O Code 0 ke he fes

htp://www.komando.com/tips/361345/-
can-you-spot-a-fake-emailtake-our-phishing-iq-test

4.3.3 Cautious browsing

If the website looks strange, the address in the address bar looks off,or the site starts asking for information that it
normally doesn', check to ensure there is a lock icon in the address bar, denoting a secure website, and click on the lock
toensure that trusted, DNS servers o -
ed anti-pharming techniques at their disposal, but the risk of being hacked is always there, 50 you can only mitigate the
tisks through a combination of personal protection and Internet awareness.




4.3.4 Online purchases and sales

a) Download only from verified and secure sources like PlayStore and AppStore. Downloading from other sources
may lead to your devices being infected by malware.

b) Resist the temptation to open emails and attachments from unknown sources, especially those offering special
deals or surprises.

) Some offers may be too good to be true. Beware of such offers as they may be fraudulent

d) Compare the prices of the product at different sites to avoid being overcharged.

) Make payment only after you have verified the buyer and the products.

‘Some sites facilitate the sale of old and used products. Just in case you decide to avail of ths facilty, ensure that the ad
you post has all the necessary details about the product

a) Exchange financial details onlyif absolutely necessary.

b) Verify the details of the buyer by asking them to produce a valid government id

) Meet the prospective buyer at a public place for your own safety.

d) Test th the items d vehicles.
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Hazards of 3 haring OTPs, etc)
Some of 9 debit card, credit card, net banking, etc. at this stage but as you grow
p many q Asasmart ¥ t t can

happen so that you can be safe yourself, teach others in your family and friend circle.

Cyber criminals cheat people online in many ways.

They may send an email to a bank account or credit card holder from a fake account, which appears to be from their bank.

dlicks on

he or she is asked to share details of the bank account or card, value P
tive information is shared, their bank or credit card account is seriously compromised.

Posing as a bank employee, they may try to obtain credit card or bank details such as account number, personal identifi-
cation number (PIN), CVY, expiry date and date of birth. Once such details have been provided, the account s seriously
compromised. As mobile numbers are usualy lisked with bank accounts, posing as an employee of the mobile service
provider they may call and inform the user that his or her mobile number will b disconnected if they do not update their
Subscriber Identification Module (SIM). They attempt to make the user to click on a link or send an SMS to a number

They claim that the ink c b trying
to establish I
in the trap, they use the duplicate SIM to transact online using the victim's mobile number and banking app.

The victims of such financial frauds experience serious problems. They end up being saddled with debts for monetary
transactions they have not done. In order to avoid liabilty for debt repayment, they have to provide proof that they have
ndeed been duped. The process can be difficult and time-consuming
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5.1 Whatis digital etiquette?

Digital etiquette s about being aware of and behaving in an appropriate, responsible and ethical manner while using
digital devices and technology. This includes shaping your digital reputation and being a responsible citizen of the
communities in which you participate, from school groups, to games, to social networks.

real lives. I d

be offine. What works in eal Ife also works in the virtual world. Well almost,t i easier to detect strangers inreal e
than in the virtual world.

tdoes not g
Orif someone has bullied you it is not an excuse for you to repeat the bad behaviour to someone else.

Golden rules

- Be positive in your online behaviour

- Treat others online the way you wish to be treated
+ Learn to say and accept “No”
Do not post anything that you would not like to last forever

5.2 Offline etiquettes are also online etiquettes

il technology in the For example:

asoci or even an insult to the other person.
b) Texting while carrying on a conversation with someone is very rude and shows disrespect.

while
not appropriate.

d) Ping others late at night. There s a time for everything. Do not disturb others at night. You may also not like to be
disturbed when you are trying to rest.

¢ Itis rude to others.

Agrestodisagee. Make respectul isagreeing the norm. Respec the pinions of you lassmate fyou fel the ned
todisagree, in your cl Acknowledge that others
are entitled to have their own perspective on the issue.

Avoid digital drama. “Digital drama” in the form of hurtful comments, mean-spirited rumours, and embarrassing photos,
is a pretty common online occurrence. Such posts spread quickly and cause immense harm to someane. Perception of
anonymity may give a false sense uv complacency and false bravado. Lack of sensitivity or thought can impacts friend-

tensionin Just think feel ifthe

‘same happened to you.




Treat others online the way you wish to be treated. Before posting, ask yourself:

- Would you say that to someone’s face?
- How would it make the person feel?
- Could someone take your message the wrong way?
- Willthis hurt someane’s reputation?

you?
E e : is about you?

s easier to say hunful or disrespectful things without standing face-to-face with someone, however, it is important to
remember that your classmates and teachers are real people who are affected by the words you say and write. It is
essential to keep in mind the feelings and opinions of others, even if they differ from your own. If you wouldn't say it to
someone’s face, don't say it online either.

If you feel hurt after reading a post from a friend or a stranger, do not react with an aggressive reply. If hurtful post or
message s from a friend, todoit again. 1, pleaseinform
your parents or elders immediately so that they can support you

I that hould not hurtful messag -
rassing Please if your Iideos for your
friend or anyone else. If so, lease don't post

5.3 Being positive online

Students are encouraged to take an active role in building positive, supportive online communities. Here are some things
you can doto contribute to a positive online environment.

5.3.1 Posting positive

Asa ble digital messages and posts to be sure that they are not untruthful, negative,
sarcastic or rude.

5.3.2  Being responsible, honest and truthful
Misleading others is a major breach of online etiquette. This is true even if it is unintentional

Checkf dvice onli wiljust of theinternet
and waste people’s time.

Avoid posting anything that is not true such as rumours or gossip.

S0 do not be naive and forward that message hoping it will bring you good luck. Many viruses are spread via chain
messages and invitations. If you wish to forward information, make sure it is verified and shared with peaple you know.



Check the accuracy of your messages

Forwarding messages without checking their accuracy: This may contribute to the phenomenon of “fake news” and
fumor mongering,

key. P posts, d
sendit. Once you press the send key, there is no way to take back the messages. Sometimes a message that is meant
to be funny, may not come off that way at all because the person on the other end cannot see your facial expressions or
hearthe tone of your voice. Read your toseeifthey can Itis best
or with the person than posting sending a hurtful e-mail

5.3.3  Respecting people’s confidence

The ability to keep information shared by someone in confidence reflects a strong character. Do not reveal the informa-
tion online (or off-line) if the answers to the following questions was *yes”.

-Was this information supposed to be confidential?
-Willt embarrass the source of information?
- Will sharing thi or

If the answer to these questions is *yes”, do not reveal the information. That is what a good friend would do.

Always ask permission before uploading someone's pictures and posting personal details. It constitutes a violation of
the privacy of the person whose pictures or personal details have been posted.

Cluttering other peoples’ inboxes, which annoys most people. Tagging your friends may seem harmless but it is impor-
tant to get their consent. Everyone does not see things the same way and you may strain your relationship.

5.3.4 Knowing boundaries

tanything online, ask yourself, "Am | ok if
this is never deleted? Once something is posted online,itis ikely to be there forever. As of now, there is no delete button
or eraser for the Internet

Avoid inappropriate use of technology. Users have a responsibility to use technology appropriately without harming or
Many users often For

example

Spamming is messag: i -
ing, social networks, mobile text messaging, fax ransmission, advertisements, and other networks.
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5.4 Cyberbullying and cyberstalking

Afine line separates bullying from teasing. Different people have a different threshold of tolerance for being able to
take teasing or cyberbullying Know llying is and never engage in that kind of behaviour

Teasing versus bullying
2) Teasing typically happens among friends or kids trying to it in with their peers

b) When it goes back and forth equally between kids, it's usually playful. If one person asks for it to stop, the other
does so.

©) For adolescent boys, teasing is a “ite of passage”. Teasing can get rough, but i's not meant to hurt the other
person

d) A buly fully intends to harm his or her victim and has the power and the means to do so. This person might be
more popular or physically stronger, and the victim may have a hard time defending himsel.

&) Children who are seen as different or don't it in” are typical targets of bullying. This includes children who have
adisabilty, are overweight, or are thought to be homosexual

Unacceptable use of technology to bully others.

Being at the receiving end of offline or canbe g for anyone. Under
such behavior be considered acceptable.




Various forms of cyberbullying

- Making fun of another user in internet chat rooms:
« Harassing a user over instant messaging sessions

- Posting derogatory messages on a user's social networking pages
- Circulating rumours about another on social networking sites.

« Publishing lewd comments about another person on personal blogs

« Posting unflattering pictures of another user on the wel

- Sending unsolicited and unwanted email messages (also known as spamming).
« Sending threatening or provocative emails

 Repeatedly calling another person's cell phone

“Trolling is also a type. pe 9 are made.

can be known peapl their identities, or strangers who use digital technologies

to send nasty text messages or emails, or set up hate groups on social networking sites. The victim is often targeted
constantly or periodically even when they are in the comfort of their own home. The technologies enable them to
circulate messages or images very quickly and widely on the internet, which makes it very hard to combat cyberbully-
ing. Cyberbullying takes place between two young people.

How to deal with cyberbulying?
Prevent cyberbullying

2) Do not accept friend requests from unknown people on social media platforms. A cyberbully can even create a
fake account to befriend children. As a rule of thumb, only add people online who you know offline

b) Remember what you post online remains there, so do not share your personal information like date of birth,
address, and phone number on social media or other online platforms. You can go to privacy settings on social
media platforms to select who can access your posts online. Try to restrict access of your profile to your friends
only.

) Do not install unwanted software and apps like dating App, online games, etc. from unknown sources. Be careful
of revealing identity details if

d) I you feel upset after reading a post from a friend or a stranger, do not react with an aggressive reply. Resist the
urge to retaliate or respond immediately. It may encourage the bully to keep posting such messages. Take a break
and do something you enjoy doing to distract yourself

&) Convey your discomfort to friends and acquaintances about hurtful posts or messages they may have shared or
sent with unequivocal request to not to do it again. If such posts and messages persist, inform your parents or
trusted elders immediately so that they can support you.

1) Block and if need be report using the site’s reporting function as soon as possible if someane makes you uncom
fortable on a social networking site.




Cyberstalking is when an individual is repeatedly or constantly followed, watched or contacted through any electronic
means. The movement of the child is tracked and privacy is invaded or persistent efforts are made to contact someane
against their will though text, email, social medi, or other digital platforms.

Cyberstalking a child may be directed at sexually harassing a child or for other mala fide motives. It could be done by an
adult o an older child

v

offensive language, posting a meme or joke about sormeore.

Causing ha ly 9y

on the victim and can and jcal prob-
lems. Victims can experience stigmas, shame and humiliation from peers. Often they may report headaches, stomach
aches that often accompany nervousness and anxiety. They may also turn to selfharm in different ways. Being bulied
canlead to low self-esteem and poor performance in school. In some cases it can lead to depression with some children
feeling hopeless and helpless about their lives. In extreme cases it can lead to suicide by the victim

Just think. Would you like to be at the receiving end for these possible consequences, even if these are unintentional?

nsider the possible impact of your y alot of harm to the child which can have a long term
impact on p being as well Will you responsible for any of this?
What i impact of cyberbull
I a child has been i the signs of harm described

above, the child must immediately inform a trusted adult, either parent, teacher, counsellor or relative. They will initiate
the actions required for addressing the offender as well as take measures to provide help for coping with the il effects.
This is in your interest; do not remain quiet about it. Remaining quiet will give the offender confidence to trouble other
children as well. At the same time you willignore your need for help and assistance to cope with the situation.




A class 10th girl was getting lewd phone calls and messages from some anonymous number. She was
affaid to tell it to her parents because she knew her dad had a loose temper and he will try to harm that
anonymous caller by tracking him down by hook or by crook. With this fear in her mind she didn't bother to
complain. The phone calls and messages didn't stop. She started fearing that the boy can follow her too
and sooner did this happen. Wherever she went, he started following her, be it her tuition classes, be it
some outing spot. The situation became worse when he started clicking her pictures. The girl was fright-
ened and she dared to complain to the cybercrime branch.

Lesson: Always tell your parents or a trusted adult if someone is troubling you. They would be able to help
you. Take the screenshots of such chats as proof, which can be shared with the police authorities.

Agirlof class 9th was abused and threatened by a relative. She was tortured and sometimes even drugged.
The relative used to send her abusive messages and threaten her that he willtell her parents that she has
a boyfriend. She was scared to confide in her parents because of the fear that her parents would not
believe her

Lesson: Keeping silentis not a solution to such a problem. Never be scared of telling your parents the truth.
Make sure to complain about such problems to the police and seek help from authorities wheneverneeded.
There are people willing to listen to you and help in addressing your problems.

A
A 7th standard girl was blackmailed by an adult who kept on asking the girl for her nude pictures. She
explicitly refused every time he asked and blocked the person. The blackmailer hacked one of her social
media accounts and took her photos and just to take the revenge he morphed her photos and posted them
online. The girl was embarrassed, agitated and even thought of committing a suicide:

Lesson: Be strong and face the situation wisely. Do not be afraid of such offenders. Report such crimes on

the platforms, cybercrime branches, authorities who work for child development, child helpline. Do not
think of yourself as a victim.

5.5 Teacher abuse by children

Arecent trend observed is that children some children are taking to online platforms to take revenge on their teachers

either by posting derogatory comments with the name of the teacher in a group, starting a discussion about them

h attracts other negative comments, posting explicit pictures or stalking either by impersonating someone o
through unauthorized a ivities are unethical and against digital etiquette and at
the same time, several of these may att

If students have issues conceming their teachers, which are bothering them, they should approach the school adminis-
tration rather than resort to such measures that can get them into serious trouble.




5.6 Online reputation and digital footprints

Internet users leave behind “digital footprints”, which can influence their reputation. It is made up of the content created,
posted and shared by the user, as well as the content posted and shared by others with and about the user. It is made up
of information on websites they visit, emails they send, any information they submit online, and posts on social media
platforms. It can be positive or negative and affects how people see the user now or in the future. So itis important that
you know what kind of trail you are leaving, and what the possible effects of this trail can be.

Harvard university case.

Kyle Kashu, a recent graduate of a high school in Parkland, Florida in the US gained initial notoriety s an outspoken advocate
against gun control in the wake of the 2018 Parkland attack that left 17 dead. He had survived the incident but unlike many of
his. stricter gun contre he arg: Se rights and

Violence Act, lieu of stricter

he was prone to exp , racist

plished and won admission to Harvard.

But in May, the Huffington Post released a series of vile, blatantly racist slurs made by Kashuv after receiving them from

titwas too late. He posted a Twitter explanation for what

e called “callous comments | made a few years ago,” claiming “we were 16-year olds making idiotic comments, using callous

to be as extreme but I want to be clear

that the comments | made are not indicative of who | am or who I've become in the years since.”

Almost immediately, informing him that

it situations behave in ways that

honesty, maturity or moral character” Kashuv sent a letter of formal apology to Harvard, but the university decided to rescind.

his admission and rejected his appeal against basis of his

The reaction to Harvard's decision to withdraw its offer of admission to Kashuy was strong and loud. One perspective was that
a liberal institution treating a conservative youth unfairly. After all, he was only 16 when he stated his racist views and had

The de as a proper. rejection
of racism. College admissions are premised on the behaviour of young people. As a private university, Harvard has every right
to decide which students will be admitted.

Based on media reports.
ake a positive footprint: The best way to keep your anline reputation in check is to use your time online to get creative

and create a positiv rite a blog to promote all the great things you are doing, fundraise

fora charity using an online sponsorship page or create a video to teach others something new.

Many social media platforms offer insights into the personality traits to the users. Their interest is expressed once they
accept the offer or take a related quiz. They give their consent in this process or their consent is deemed. The social

media platform and/or the app developer are able to use the information trailleft by the user to offer them the resul

This is indicative of the amount of information about the sers that the social media platforms possess.




Protect Your Online Reputation

to help d your

Search Yourself Online: Do you know what information about you is available online? Do a simple web search of your
name and see what you can find. If you find something you are not happy with, take the necessary steps to get that
content removed. Remember if your Facebook or Twitter pages appear you can change this by adjusting your privacy
settings

Check Privacy Settings: Make sure you know what information you are sharing on the websites you use, in particular on
social networking sites. Most social networking sites have privacy settings to help you manage the content you share

and who you share it with; you can decide if you want your ur and
or with the public. Keep in mind that your friend's content and their settings can also affect your digital footprint.

Think before you post

Before you post that funny picture of your friend, or make that joke about someone on Twitter, ask yourself

do you want everyone to see i; friends, family, grandparents, future employers? Would you be happy for
others to post that type of content about you? You should be proud of everything you post online, remem-
ber once it is online it could potentially be there forever!

stop website, ts a good idea to deactivate or delete
your account. This will mean the content is no longerlive and should not it will risk
of these accounts being hacked without you knowing.

Cambridge Analytica came under media glare and public scrutiny when it was revealed that it was selling psychological
i ol it Face:
book and other companies under \ and raise questi i i the Internet indus-

Cambridge Analytica case and its implications for data privacy

ca obtained the data of 50 million Facebook users, constructed 30 million personality
and sold the data to US politicians ction to influence voters, without the users’ consent. The following are

facts of the case.

archer developed an app called thisismydigitallif togivetheapp
friends in order to ta e $1-52 to take the quiz,
e marketplace controlled by

took the quiz. But the app was able to access the full profile of over 50 millon friends' accounts — which, at
the time, Facebook's AP (application programme interface, ., the platform for building appi allowed by default. The
r obtained a licence from Facebook to harvest such data through its API for research purposes only' But he violated.

ment by giving the data to political data firm Cambridge Analytica, which was co-founded by donor to the Republican

Party in the US, and which reportedly paid him $7 millon for his efforts.




Gambridge Analytica matched the data of 301 t of the original 50 millon) with other records to construct person-
alty profles on millions of American voters. It classified voters using five personality trats - openness, conscientiousnes;
extraversion, agreeableness, and neuroticism (OCEAN) to identify the personalities of American voters and influence their

behaviour, using psychographic modeling technigue

"December 2015, the media found out that Cambridge Analytica had sold psychological data to a candidate in the US presiden-

paign. It was reported that Facebook claimed that it had removed the app once it leamed of the violation of platform
policies. But did not clarify what it did with the information that had aiready been gathered. The researcher, Cambridge Analyti-
a,and one of its former employees certified to Facebook that they had deleted the data. But Cambridge Analytica continued to
sellthe data to another candidate.

The investigations are going on with allegations of Russian interference i the US election and ties with the group behind the
UK’ Leave EU campaign (Brexit) in 2016, It has been reported that a large amount of the data s still on the company’

even though it s not clear how much the data actually contributed to influencing voters.

https:/dig. watch/trends/cambridge-analytica

hitps:/www.youtube.com/watch?v=6cXXsYBWIHQ




TR Health and Wellness

6.1 What s digital health and wellness?

Digital health and wellness s the ability to laptops, desk d use
ittoo much to the point of hurting your mind or your body. useof 9
problems that wil affect your dothings, i

and carpal tunnel or psychological disorders.

Golden rules

- Avoid excess of anything, including the time spent online. Set screen time.
- Use technology with a positive attitude and follow good practices to safeguard your devices and their

usage, and your personal security.
- Do not eat and surf the net at the same time.

- Seek help if you are neglectin s, such as personal hygiene, food and water, time
spent with your family and friends, physical activities and offline hobbies.

6.2 Opportunities and risks
Mild use of digital technology tends to be beneficial for children's mental well-being, while too much use may have a
negative impact. Be aware of the inherent dangers of digital technologies, consequences of excessive use (e.g, eye

safety and repetitive stress syndrome), and psycho-social issues that are becoming increasingly prevalent,

Physical health problems and obesity: As time spent on digital technology increases, time spent on physical activity is

factorto child ‘The time spent on digital

technology does, to some extent, take time away from other activities, which in some situations (such as periods of high
volume of school work) can be problematic. Lack of physical activity can be detrimental for health and wellbeing,

L When hours daily pes of
es with their heads bent forward, they are at risk of developing "text neck” Complaints associated with text neck are neck,
back,arm, finger, hand, wrist and elbow pain, as well as headaches and numbness and tingling of the upper extremities.
There s a chance of developing shoulder complaints.

Eye strain: Eye redness or irrtation from staring at the bright backlight of screens for long periods, dry eyes due to
reduced blinking, blurred vision and general fatigue from staring at screens and straining to see small fonts and images

Ifyouusea
Headaches may oceur from repeated eye strain.

Hearing loss: Prolonged exposure to high volume sounds, especially with ear plugs and phones, can contribute to hear-
ing impairment. You can keep your hearing intact by following the 60/60 rule.

60/60 rule

Listen to any device at a maximum of only 60 percent of its full volume for a total of 60 minutes a day. By

taking this advice as an early warning, we can protect the hearing that we have now, and carry on enjoying
the wonders that sound brings to life.




Accidents: Avoid use of online activities like selfie, social media use or any other online activities to avoid accidents
while you are on the move. Traffic rules also have made this a punishable offence and invite fines,

Do not take unnecessary risks in trying to get the perfect and unusual selfie for posting. There have been several
accidents and persons have lost their lives. While itis good fun to get good pictures to capture the moment, do not
allow the social media obsession for the perfect’selfie, or the number of likes you get, influence your judgement or
affect your self-esteem or force yourself o compare yourself with others. Be proud of your own unique personality and
abilities. Being good in practice is better than being preoccupied with looking good in pictures.

Selfies: A Boon or Bane?

A study by researchers at the All India Institute of Medical Sciences (AlIMS) in 2018 noted found that about
half of the 259 reported selfie deaths and acciderts between 2011 and 2017 occurred in India. People
below the age of 30 in India was the group often killed while taking a selfie. Behind india, other countries
with the most selfie-related deaths included Russia, the United States and Pakistan.

The majority of the so-called "kilfies" the researchers identified were caused by drowning, being hit by a
train or car;or falling from a great height. But they said the total number of deaths could actually be much
higher, as many cases go unreported and death by selfie" is not recognised as an official cause of death.

The study did not include near-misses, such as the case of one Indian man who survived being struck by a
train while taking a selfie in January 2018. Nor did it include the 48 people who reportedly suffered burns
while taking selfies in front of a bakery ablaze in 2017, ignoring police demands that they stop snapping
images.

Abuse and addiction: Excessive use may not be addiction. If the user is using digital technologies for genine purposes,
.. home work, research, essential communication and moderate leisure, and does not hamper other routine activities,
the time spent online may be justified.

The following pointers may help you in understanding your own use of digital devices and the interet and set time
limits before parents, teachers or counsellors need to intervene.




Evaluate your own online use by asking these questions:

Do you check the phone first thing upon waking in the morning?
Do you check your phone frequently throughout each day?.

D0 you have a hard time unplugging at night?

D0 you look at the phone while in conversation with riends or family?

D0 you picking up the phone whenever you are bored?

- When offline, are you preoceupied with getting back online?

Do you forget doing homewark or other household tasks for being on the Internet?

 Have you lost allinterest in the activities you used to enjoy and spend a lot of time online?

- Are your and family?
Do you prefer being online than being around real, liv friends and family?

Do you seek new friendships with people met on the Web?

- Does the number of friends, ikes and views on social media affect you?.

15 your academic performance in school getting affected?

- Are. to your goals
- 15 your online time contributing to your school assignments, career goals, and entertainment?.
15 your your hobbies

By answering these questions you should consider whether you need to be conscious you are getting too absorbed in the.

5 your onlin

y
time and activities.

n and negotiation with adults, e.g parents, guardians and teachers, do help i identifying if the quantum of
excessive. But over a period of time, increasingly excessive use of digital technologies can lead to addiction.

Nomophobia

No 7, s the irationa fear hout your 1 unable to use your phone and the.

services that the phone provides (especially phone calls and intemet connection) for some reason, such as the absence of a

i out A phobia s fear:

The WHO hasrecagnised "gaming disorde”a s pattrn of ersistent o recurent gaming behaviou n which porle
ntrol of their gaming behaviour, give pricrity to gaming over other
orkslo L) s, and continue gaming despite negative conse-
quences, such as impairments in their family relationships, social lives,
studies or work or other areas as a mental health condition. It has added
ittothe mamnm\ Classification of Diseases. But simply playing a ot
mes is not enough to count as a disorder. It is important to
.amm the stage of experimentation, use and abuse before addiction
sets

Itis a good idea to consult a trained and qualified psychologist or psychi-
atrist. who have the knowledge and tools to determine if indeed you have
addiction and help you overcome it. They will assess if the duration of
e digital device or platform is affecting behaviour,

is being used for rightful purposes and is not causing

cts of lfe, and if the behavioural pattern is negative

tion span, low

continuously use digital devices and the intemet, the loss of control e
quences due to u

may even be in the last three to six months, can indicate addiction,




eciate between real fife. Our *virtual ffe” is just a part of some-
thing greater: our real life. One of the main causes of nomophobia is the idea of giving a *virtuaife experience a status,
which may be equal or even greater than what we experienced in our “real” life. One needs to disconnect from the
“constructed identities we all feel we need to develop online and have the confidence of being who one really is.

e many lis? ard ‘stises” 8 socal el ot el b ok e of pnpulam or personal worth, which
The g out”
ar{tindssiclakass inagason saselosboiient sl estiong piliabageriofihelet srond, Thephicls
of YOLO o “you onlylive once” reinforces the hedonistic idea that the one lfe one has is meant to be enjoyed. But there
isavery With d trends w
every day, make sure you keep in mind your safety first

Passive browsing of social networking sites can also make children envious of other people's online personas, real or
carefully crafted, potentially leading to feelings of inadequacy. As they say - the grass is greener on the other side of the
fence. Cultivate personal interests and hobbies offline, meet friends offline and spend time with the family as they can
add value to your lfe.

Cyberbullying is known to cause depression, social anxiety, and diminished quality of family and social relationships. It
may also lower acaderic performance and push the victim to risky behaviour. It can be prevented with some help, moti-
vation and courage.

Cyberstalking causes stress, anxiety disorders, fear and psychological trauma regardess of the fact whether the victim
and sleeping pattems may also be observed.It is advisable to immediately inform a trusted adult if such an incident
ocours and seek help and not keep quiet about it

63 Good practices
6.3.1 Everything in moderation

Excess of anything is harmful. If used judiciously, without disregarding other essential aspects of lfe, the benefits of

igital be hamesset great effect. on online modality/ with other uses,
for example, school assignments, social interactions and outdoor activites. Balance time spent on using technology
devices with physical activity as well as interpersonal interactions in daily routine.

Time limit for the use of digital devices. Setting limits for the time spent with mobiles, laptops, desktops and tablets
enables the user to do other important things and lead a balanced and fulflling life.

However,itis difficultto say how much is too much. You can show responsible use of your time and good judgement by
regulating and balancing your time use sensibly.

Put a limit on the information that you receive. It will help you process and use the information you already have, and
identify what more information you need to acquire. Frequently, messaging applications offer you the option to remove
the features that can create so much anxiety. Use them, you do not need to spend all day wondering about what someone
else s doing

Setting screen time. Are you in the habit of constantly checking notifications? Do you constantly wonder whether your
contacts have read your messages?




6.3.2 Periodic digital detox

Find certain moments to disconnect yourself from a mobile phone. Switching off while having meals and sleeping, and

setting other “no mobile” or “silent mobile” time slots are not only good but necessary. Place your phone at least 15 feet

away from you when you sleep at night. Keep it silent and resist the temptation to check it before the morning. Turn off
hone while h d people.

help to sustain strength, conditioning, and counteract the strain of seden-
tary computer use.

6.3.3 Sound ergonomic practices

Simple ways can prevent possible harms resulting from the continuous use of mobile phones, laptops, desktops and
tablets.

Alterate tasks to make changes in your working position to avoid making the same movements for prolonged periods
of time. Prolonged use of a computer keyboard and/or mouse can cause muscle aches and nerve pain. Customize your
computer to maximise comfort and efficiency by using your software. Adjust the screen font, contrast, pointer size,
speed, and colour of the digital devices,

(a) Posture

Maintain good posture when working at the keyboard. Sitting on a chair with back support is helpful

9 osition
of you and angled upward on a copyholder when working.

Shoulders: Keep your shoulders relaxed with your elbows close to your sides.
Feet: Keep your feet supported on the floor or on a footrest when you work to reduce pressure on your lower back

Elbows: Avoid resting your elbows on the hard surface or edge of your table. Use pads to protect your elbows if neces-
sary. Elb tioned at 100 10 110 deg g help with Elbows should
be positioned at 100 to 110 degrees when working i order to keep a relaxed position at the keyboard. This could require
a slight negative tit (front of keyboard higher than back) when working in upright positions. If eclined in your chais the
keyboard could be at a positive angle to maintain this relaxed position.

Wrists: Your wists should be in a neutral or straight position when keying or using a pointing device or calculator, Wrist
rests can assist you in maintaining a neutral position when used properly during pauses. Float your arms above the
keyboard and wrist rest when keying. Avoid planting your wists on the table or wrist rest. This can result in bending the
wrists either up and down or side to side.

Hands: Your hand should be relaxed. Keep your fingers and knuckles relaxed when working at the keyboard. Avoid
holding your pointing device tightly. Never hold a pen or pencilin your hand when keying. Avoid hitting the keyboard with
excessive force. Studies have shown that the average user hits the keyboard with four times the required force when
keying

Eyes: Blink your eyes frequently while focusing on the screen. Rest your eyes by refocusing on distant objects intermit
tently when working. Take a one or 1510 20 minutes, or a tostretch
your limbs. Every few hours, get up, move around, and do an altemative activity.




(b) Positioning

the e Your| -
ing device, files and telephone should be within easy reach. A sturdy in-ine copyholder can double as a witing
surface if appropriately positioned.

b)Usea properly pe ¥ and
) Use a copyholder positioned in line with your monitor and keyboard,
d) Position the monitor so that the viewed part of the screen allows you to keep your neck in a neutral or straight

position. The monitor should be centred directly in front of you. The top of the computer screen should be slightly
below the top of your head, 50 that you are looking at it with a slightly downward gaze.

©) Position glare or reflections. and lighting.
htps://www ehs pitt.edu/workplace/ergo-tips.html

You can also reduce strain by using features ke swiftkey
which will help you type faster and more easily by simply
sliding your finger on you phone keyboard. You can also use
the option of "Sticky keys" on PCs to create shortcuts and
make your work easier

Use only the apps that you really need.

a) Installing an endless number of apps (especially social
networks) on your mobile phone can be a total trap. While
communication options multiply, a person suffering from
nomophobia needs to feed their addiction even more, There-
fore, not installing that many applications can be a good way
to avoid the temptation.

b) In order to feel liberated, try a technology fast every month
where you actually go for a day or more without a computer,
tablet or phone.

Thatis why, using
be the smart choice. And if you are not able to do it by yoursel, do not hesitte to ask for help.

6.4 Sharing problems to seek solutions.

Talking about the problem can be the first step to solving it. If something upsets you online or you are worried about a
friend it can really help to talk to someone. There are lots of people who can help you, such as friends, family members
and teachers. Talk to an adult who you trust. Talking about a problem can often make you feel better. If you keep your
worries to yourself they can grow. Itis a lot easier to solve a problem when there are two heads working together on it

Often we do not la\k to our friends or pares bt s ook s T Vecaina e el inintasd. by of
ashamed. The thing d friend is not going to laugh at
you or put you doun. They il sten, ey to understand and try o hlp you leel e o fnd  soluion, A s why
people find that talking to a good friend about a problem usually does help.




The services that you 150 offer a reporting h as being able to talk derator or report
other players. Itis important that you talk to an adult you trust if anything has upset you or made you feel uncomfortable
whilst online. Remember you can always call ChildLine on 1098,

o kniow more about the probl have had similar
cxperiences, without the far of heing udged. Howeer » crtain loel of knowledge and senitity s required for
solutions 50 do approach an adult who has your trust for advice and support

Parents: Sp parentsif some kind of * has b dat
within the farnily

Open discussions and family agreements

Although the risk of abuse online is clearly the capacity of most children (and their parents) to protect themselves is

often under-estimated. Open and informed discussions among parents and children about the internet from an early stage can
be the best defence against online grooming and bullying.

fen seek the security of their children but they should not be snooping, which can leave children feeling untrusted and
increase the risk of sell-harm. ideally, a family agreement s a good way to start a conversation with the whole fammily about how
everyone will use the internet and discuss together how to behave in a positive way when online at home, at school or at a
frends hous:

School counsellors or teachers: If your school has a counsellor, discuss your problem you with them. They are thee to
answer your questions and provide guidance and assistance. You may even approach a teacher or school staff who you
trust and feel comfortable speaking with

Seeking help from experts. Professional expertise is available, although not everywhere, to assist with various problems.
related with misuse or excessive use of digital devices and technologies.

The following institutions are well-known for their expertise on digital health and wellness.

a)SHUT of Technol Mental Health and
HANS), Bengaluru, Karnataka

b) Department of Psychiaty, the Al India Institute of Medical Sciences, New Delhi




AL TE Rights, Freedoms and Responsibilities
7.1 What are digital rights?

Digital rights are basically human rights in the digital era, when interet is increasingly being regarded as a right rather
than a luxury. The rights to online privacy and freedom of expression, for example, are really extensions of the equal and
inalienable rights laid out in the United Nations Universal Declaration of Human Rights. According to the United Nations,
disconnecting people from the nternet violates these rights and goes against intemational law.

hysical ety
of identity and of material and intellectual property. But as Uncle Ben said in the Spider Man, “with great power comes

” all
social media, v d being ing within of

If any activity is in violation of the community guidelines set by a platform, it may result in the post/comment/pho-
to/video/account being deleted
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CRC- Convention on the Rights of the Child, ratified by the Government of India in 1992
Table adapted from UNICEF and Child Rights in the Digital Age by Sonia Livingstone
The UN Comittee on the Rights of the Child is in the process of finalising a General Comment on Children's Rights in

relation to the Digital Environment, which will provide global guidance to all countries on how different stakeholders
can take measures to protect children's rights.This will become available shortly on the following website:




Golden rules

- Aright s the right thing to do. Every right comes with a corresponding responsibiliy.
- Use technology in a manner that respects the rights of others, including the right to privacy and free speech.

+ Act within the law, follow the norms of decency, and pose no isk of harm to yourself and others.

Do ot breach the community standards. If you do, the servi istrator may intervene to take corrective.
measures, which can affect your digital footprints.

et fire print when you frst use an online service.

7.2 The right to education and access to information

Al children have a right of access to digital technologies. No child should be deprived of this right on any grounds, be it
gender, age or socio-economic status. In this digital age, they have the most to gain from these technologies, and also
the most to lose from remaining cut off. The government has a legal duty to ensure that children have an education,
and can access information widely and equitably in support of their development and welkbeing. Children's right to free
expression also requires that they be able to seek out information and ideas of all kinds.

Except where limiting access to content is clearly required by law, and that law meets the children's rights standards
set out above, educating children in digital literacy is a preferable means of safeguarding them from harm.

7.3 The right to privacy

The ight to pr hildrens heir personal informati for their consent t
callct thei informalion shaws the greatetrespect frchilden rgh t prvacy. Cansnt mustbe fee an nformed
and a child must be able to withdraw at any time. If  child does not have the capacity to consent, then their consent
can neverjustify the collection of their information.

Children are especially vulnerable to exploitation of their personal information by both commercial and state agencies,
whose data-harvesting practices remain largely unregulated in most parts of the world. Children e less likely than
adults to be aware that they have a legal right to privacy, that their online activity s automatically recorded, and that
they are targets for organisations collecting their personal data for commercial gain.

Do you click ‘agree” without reading the terms of service of interet companies? Be careful or with yourtick of acceptance, you

may be forfeiting your data and the right of redressal.

Efforts by havein to prevent, manage and raise awareness of
reputational risks, privacy intrusions, cyberbullying, pornography, personal data misuse (including identification of
location-based and financial information)



The right to be forgotten

The right to have data about oneself erased o withdrawn by service providers is the right to erase the past unwanted history of
a user by the social media and search engines, is an evolving concept which is being. d in several fora. There is no

explicit provision covering this at present except for it explicit recognition in the European Union's General Data Protection

Regulation (6DPR), which upholds the privacy of citizen data and makes it difficult for the companies to use it for commercial
without the consent of users. While legal experts are advocating the right to be forgotten str W/y in the context of
cy rights, it would take quite some time before an agreement is reached globally on its scope and modalti

Pareri ackiooa and e dtae steusual susp ing and whereabouts
bnms o the screening of schools fo potental ciminas wsng T sys!ems 't callectinformarin about chitrrts
activities. For , such as games, top personal information
a5 8 conditionof access,such as by logging n using ther Facebook credentils. Onoe access is granted, roviders
track online activity in detail, and may persuade or lure children to disclose further personal data using personality
questionnaires and similar tactics. Often, the sole safeguard against this is a privacy policy or statement of terms of
service, which s typically a routine requirement and most often written in not too transparent a language.

Monitoring is by nature intrusive, and does not ask for the consent of children and young people. When they are not
even informed, it can be counter-productive. Open discussion on monitoring of children's use of technology may foster
mutual trust, and lead and

Ho ar in deciding th d nature of the information and content
thary youngev children access may be considered more positive, if but this gives way as children mature and their
capacities evolve to make these decisions for themselves. This is the reason why one must be aware of al steps in
safeguarding personal data while browsing the web, using social media, gaming, and engaging in other activities
online.

7.4 The

Chiden have  legal igh nntenational nd most domestic law o be safeguarded rom abuse, including sexual

abuse. The legal respe toprevent abusers
needs to take all measures as safe as possibl through measures to prevent the
creation and distribution of online child ) sexual nd child trafficking.

Children need to how to prevent online abuse, and if need be to know port and seek help

A class 7th school gl from UP was sitting outside her house in a rural area and washing some ute
Hved i th neighbouring house ook photos of he body that was vsible because she was squatting. They then blace
mailed her and asked her family to leave the locality immediately,or they

girl opened up after weeks of torment. She finally filed a complaint and the boys were apprehended and warned by the
police. And she has never been bothered since then.

Lesson: Do not hesitate to open up to parents or police officials. Not telling and suffering in silence is the worst thing one.

an do to oneself. Be courageous and bold and share your problem with the trusted people.




Case2
Animpersonated account was created in the name of a young girl studying in class 10th.The photos of her and members.
of her family were morphed, and their mobile number shared on the impersonated Facebook profile. She received alot of
obscene phone calls, and was terified. She finally talked about the problem with authoriies. A formal complaint was
filed. The offender was identified and penalised.

on: Do not hesitate to seek help from parents, friends or any adult that you trust. Report as soon as you find any.
jicious account using your names or photos.

Ayoung gir of class 6th was taken by her uncle to his workplace, a clinic. They played hide and seek and then the uncle

offered a glass of jice to the gil. She drank the juice and fell unconscious. When the girl woke up she felt uncomfortable

and her body hurt. She hesitated to sha h her family as she went along with a relative trusted by the family. After

amonth, she opened up about the incident and spoke to her school teachers. They in tur spoke to her family and action
s taken against the uncle by authorities

Lesson: It s always advised to share the problems with your parents. Evenif the offender is from family itself, do not sit
and think whether to report or not. It is always safe to share with the parents.

Source: Experiences narrated by children and young people to CPF

7.5 The ight to freedom of expression and the right to be heard

hildren h ht to freedom of expression, t0 have their views heard in all matters affecting them. As
a legal principle, the right of freedom of expression is more important than the policy preferences of schools and other
institutions. Ar\y restrictions on this fundamental freedom are not legitimate unless required by law and strictly neces-

the rights of oth iblic order and health. It i the responsibility of the government,
fte et ndusiny sty o lane Toprotect e et s space Where chidien con expues enelves
without undue anxiety, and to safeguard their right to be heard in their own interests. Children should not attract suspi-
cion for exercising these rights.

76

Children have a right to recreation and leisure as appropriate to their age, an education that will support the development
of their full potential and prepare them for responsible ife in a free society. To ensure this right, the government and
educational authorities have to take measures to provide educational technology, online information and creative
resources and promote digital skills equitably, factoring in differences in languages, access or conditions of disability or
disadvantage.

7.7 Childrens right to participation

‘The Convention on the Rights of the Child states that 'In all actions concerning children.. the best interests of the child
shall be a primary consideration”. This right includes the right of children to be consulted in all matters affecting them,

which s seen in conj freedom of d freedom of association. The government and its
agencies, service providers, and school and civil society are expected to

related to their education, research and ICT governance when it affects them.

Have you ever participated in any discussions in your family and school about responsible use of
digital devices and internet?




7.8 The ight of access to redress and justice

Children have a right to justice. Ensure that children have avenues for formal, including legal complaint in cases where
their online rights have been breached and the support to make effective use of these complaints procedures. Children
have to be made aware of all these provisions and how to use them if required. They also need to know who to go to for
quidance and support.

7.9 The right to intellectual property

In principle, children have the right to intellectual property. The Indian Contract Act prevents minors from entering into a
contract but permits the claim of intellectual property rights for their original creations through the legal process of
claiming copyright. The practical and legal difficulties surface while dealing with the question of who should enjoy the
economic benefits of copyright surfaces and requires solution of the problem regarding who should enter the contract
with whom

Most social media websites,

ncluding YouTube allow children above the age of 13 to register. However, parental

guidance and monitoring is a must because the norms and policies of websites need to be vetted carefully.

hitps:/www.youtube.com/watch?v=bXYi-b6tive
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8.1 Whatis digital security?

Digital security is an all-encompassing term, which includes the tools to secure technology, assets and personal identity

personal devices, .9, smartcard based USB token he SIM card,th securechipin payment card oran cPasspert are
digital y offer freedom your digital identity in a
way that is convenient, emayame bl
8.2 Security of devices
‘Smartphones, laptops and tablets are all open to wireless security risks. Protect them against cyberattacks.
8.2.1 Common threats to devices
Viruses on digital devices are malicious programme codes that can corrupt the system and destroy the data within the
computer,

 Mahears 'ty of malous oftvam deskgne o gal uthcrzed scoes o tn caugedarraga to  compier

hout il . Tioan horses

andspywam can steal, encrypt or  alter or hijack
computer activity without their permission.

to extort money from the user. The attacker locks the victim's
computer system e o e msoees o om o the computer system typically through encryption until the
ransom is paid. Paying the ransom is no guarantee that the files will be recovered or the system will be restored.
While this has declined in recent times, it still remains as a serious threat.

Several public locations like cyber cafes, shopping malls, airports among others offer their customers free access to
public Wi-Fi. The service is very convenient for checking messages and attending to urgent tasks.

But puble Wi ntworks el enable cyberciinals o sy on uniary customars and Itercapt thelrdat thatis trans-

ferred across the link
valuabls information. Many mobie and 1aptop users ik the socurt of ther personal formatiof, dighal identy and

money. The isks are even greater if the devices are not protected by an effective security and anti-malware product.

A hacker is someone who uses or exploits technology for an unintended use thereby disrupting operations or causing
financial or reputation loss to people. Hackers often use malwares, viruses or Trojans to attack computer and gain
access to your data,

ki i o e used 42 defie gening enty s ot without assior, v th intetion t bt

various ﬁuphcahuns or programmes that .mmme the defence mecharism ertploye by th target computer and send
back the comput-
eritself. These applications or programmes can be in pi e Trojans, worms, malware and viruses, which willinstall
in the system and compromise its security. After al of ths the hacker can gain administrative rights and can do anything
with the data contained in the compromised computer system.

822 Preventing and countering threats and risks

Install anti-virus software.

Make sure all are (s updat-
ed as regularly as possible.

s the most common
way hackers and malware try to gain access to devices and your information. Protect yourself before you start browsing
the web by making sure that your operating system, web browser, security software, browser plugins (ike Java or Adobe
products) and other applications are up-to-date.



1 Useprivcy settings on mobile phanes, pps and browsers. Pritacy setings on socil medisplatfoms enabe you o
select who can access your posts online. Try to restrict access of your profile to your Remember what you
et ol s b it et oot postBersoncl phond o abe kil o i e oS

) Verify if the Wi-Fi link s legitimate and safe. Treat all Wi-Fi links with suspicion. Public WiFi is inherently insecure — so
oA, T W i ool sl be & by 56t i by & xhessinl invingtocapture vlusble Devsnna\ infor-
mation from unsuspecting users. Don't connect to an unknown or s point.

WiFilinks, which are password protectet

= Try to verify it s a legitimate wireless connection

ing free Wi-Fi, Verify before using.

d i i Use your mobile phone to create VPN If you need
10 seceg ay‘uahseg it ssie of et Il o iy sensitive information consider accessing them via your
mobile phone network, instead of the public Wi-Fi connectior

VPN or Virtual Ips y to the intemetin a

) Verityfthe website i lgiimateauthntic Avoid kzgumg into websites where thee's  chance thatyour identit, pass
words or personal information may ubli bank-
ing sarvices or any website that ator your credit card nformation (How 1 aheck aumenncwy of websites, chamer)

Appste

) Keep webcams private. These devices can sometimes be hacked and used to take pictures or videos of you without
your consent. Put a sticker over your webcam, laptop camera, or phone camera when they are not in use.

1) USB Storage Device Use
+ Always delete the device clearly to clear the content
+ Always scan the USB device with latest antivirus before accessing
+ Protect your USB device with a password
+ Encrypt the files/folders stored on the device
+ Use USB security products to access or copy data on your USB
+ Do not accept a promotional USB from unknown persons
+ Do not keep sensitive information like usemame and passwords on the USB

) Disable Bluetooth and Airdrop when not in use

Bluetooth on H I Blue-
tooth on while in allows devices to
communicate with each other, and a hacker can look for open Bluetooth signals to gain access to your devices. Keep.
this function on your phone and other devices locked down when you leave your home, school, or similar secured area.

Airbrop feature allows you to send any kind of content like photos, videos, documents from one Apple device to another
wirelessly. It doesn't impose any restrictions or limits on the file size. AifDrop makes use of the Bluetooth technology to
detect and pair with other Apple devices which are located within the range of Wi-Fi and Bluetooth. It is highly recorn-
mended to tum ON AirDrop only during fil transfer

Atall other times, turn. avoid 9 . When you are not sending files
to someone, then you can turn off the AitDrop either from the Control Center or from the Settings menu. If not needed,
you can also tun off Bluetooth to save your iPhone battery.



8.3 Operational security

8.3.1 Passwords

. ique but easy for dealing with toonline
y users

accounts.
to collect and misuse your personal information.

Leam how to create strong passwords and passphrases. A password must be difficult to guess. But you should be able
to remember it. Writing passwords somewhere is not advisable. Memorise it Your password is given to you to maintain
your privacy.

Strang Unique Secret

Use atleast 8 characters or more Avoid using the words from the. Donot share passwords with

to create a password. The more. dictionary as they can be cracked anyone, not even your friends.

number of characters one uses, easily. Do not use the name of

the more secure s the password. things located around you. Do not Be careful while entering a
usea password that was used password when someone is itting

Use various combinations of earlier beside you.

characters. For example, create a

password consisting of a combi- Do not use a password that uses Change the password periodically

nation of lowercase, uppercase, ‘your personal information fike or when you suspect someane to

numbers and special characters. nicknames, phone numbers, date know the password.

of birth ete.

Go for an extra nowin as t or dual
factor authentication. This securty precsss requites the user (o provide wo. d-«mm authen\4catlun actors to vesty

thems tter protect both
Lt out ofyouraccount when you ln o b nactive evenfo  shrt whil: Ay keep your systemnlocked whenever
itis notin

8.3.2 Emails and messages

Most amal rovidorsofar larng surices

The use of the standard not any macros. This may
proventyou o sending virus to others if you are already infected by it

0o Do NOT

+Send personal information through emails
* Click on the emails received from untrusted users

- Use email filtering software to avoid spam 5o that and the links that come via email. The act of

9
spread into your system.

- Open attachments with emails from strangers.
‘They may contain a virus along with the message.
d messages with attachments that contain
executable code ke Word documents vith
macros, EXE files and ZIPPED files

~Fillforms that come via email asking for your
personal information.

+Scan the attachment with received messages
with updated antivirus software before saving it

- Be very careful while downloading attachments
from emails into your hard disk

Kiet for Chilrer

581Cyber



8.3.3 Security settings on the browser
+ Update anti-virus software regularly

* Adjust thesetings i the web-browser It may it some functonay but canprovideth best protectin rom
malicious conten

ble email for multifactor Emal s the sty tosrast every ctharaocount a eer
may have. loses or f he reset s sent to his or her email,

+ Gauge the credibilty of the website by checking the url lock,

“Look out jven by web b about exposure to a malici it i s
warnings can protect th user phishing and identity theft. oy th
ool e biyreet i Chiome, nfemel xploss e, Remerrber o dete Yo orowers requat 0 avoid
missing out on such update:

social networks and chat rooms, pi gl i

registering for access to email accounts,

Data accessibility and privacy

Certain online activities compromise the privacy of children.

Filling online forms for surveys, contests, downloading games on commercial o free websites. Some websites prompt
the users fill-up their form for participating i urveys and contests. The name, email i, gender, and at
{imes th telephone number and posta adess, obtined ntis mennercan b used o access mfmmanon

resultina for spam ials and)

virus-
es.

Privacy issues lso apply to students developing personal websites and publishing online. Personal details, including
photographs of themselves or other students, may lead to the information being captured and reused by others for licit
purposes.

i 1o prevent access. In order to use
a lock screen protective device, a specific action or sequence of actions has to be performed correctly. It could be the
entry of a password or passphrase, a specific gesture or motion on the touchscreen, or fingerprint on the biomet
reader, scan of eyes or other facial features for recognition of the authorised user.

Use the following advice when browsing the web to reduce your risk of being a victim of cybercrime:

Settingsand scury modelsar diferntforeach browset Vit thefollowingvendor webitest eam more bout the
y settings in your broy
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APPLE SAFARI

Use content blockers.
. Dosriss content ackng s e h A S,
2 o

—
oEo03ay

oklet for Children
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GOOGLE CHROME

Securing browsers

Google Chrome

lck onthe three vertcaldot top ight side corner i the Chrome and select Seting Y type chrome:/setings
dress b

People section

Glckon Syncan enic
i o8 i i sl o e

Autofil section
Glck on Passwords and disable Offe o save password
Clck Payment methos and disable Save and il payment methads

Clck on Addresses and more and disable Save and il addres:
Advanced Section
v and read cookie data

5. Click on Location and make sure that Ask before acoessing
an blockthe ocation access by simply toggling the button




Google Chrome

access by simply toggling the button.

—

microphone access by simply toggling the button.

Flash in Cheome.

sitesfrom runing Flash (rscommended).

o Pop-ups and redirects and make sure t s Blocked, i ot block .

(ecommended) s checked

Apple Safari

cick on Software Update.

In General secton uncheck Open “safe e aftr downloading
Select Remove istor fems as Aftr one day:

In the AutoFill ection uncheck the AutoFill web forms options.
O the Passwords section an remove any stored passwords.
Inthe Securty section Check Fraudulent sites opion.

R T ———

iy,

Select Limit website access o location a3 Deny without prompting

Fall, clck

In General section:

Check the Delete browsinghistoy on it

I Medium-high section
Set he Securiy level 0 High o at least Mediumigh
Check the box Enable Protected Mode.

Clckon Apply

In Prvacy Section
Sethe Settings o High or o least Medium High

Check Turn on Popup Blocker.

ClickonApply.




in Connection Secton;

e Dt
+ Check Ask me before saving passwords.

e

Lo e

ok an Ok
Finlyrestart e Brovser

Mozilla Firefox select Options.
OR, Just type about: preferences i the browser address bar aiso

enough.

tvill delete

allofyour cookies aftr yo close th Firefox browser.

Amaster

[
TR e e B
passvord

Location.

thesies which

thebrowser.




in the Security make sure that lock dangerous and deceptiv content

Mozilla Firefox
eck Block dangerous downloads opton.

Check Wam you sbout unwanted and uncommon softuare.

‘Select Ask you every time when a servr requests your personal cetfica

Check Query OGS responder servers o canfim the currnt validity ofcerificates

install Plugins and Extensions from ofiial Mozl foundation. Toinstall add-ons in Firfox go o
dons b going that treevertcal nes mentioned earler and nstll a5 per yourrecuirements

8.3.4 Beware of strangers and suspicious links

Pause and think carefully before clicking on the links in emai, messages or on social networking sites. Do not click on
the links in messages if the sender is unknown or f the message is unexpected.

ik locks.suscous ofyou cannot tel whes I lads o, before You lik have over that ko se the sctslweh
address it will take you to (usually shown at the bottom of the browser window). If you do not recognize or trust the
ioss, 1 smabci fof Telyar Key ars 1 Eb Browise. THG wa 456 pan T e adise, siee, o wahende
without clicking the suspicious link.
Expand shortened URLS to checkif they are safe. Short URLS are often used in social media. There are a number of
you
can se an expand nk faciity 1o get the riginal UAL from a shortened ik without having to cick through o the dest-
nation. Look for a short URL expander that is recommended by your anti-virus software or a reputable software company.

turn for

Be wary tobe true. L P
money ~ these are scams. Remember,if it seems too good to be true, it probably is ot

tions, such as your bank

y puter et only one set-up file run
ata time of downloading.

b) Set irewalls, set antivirus to actively scan all the files you download.
) Scan all the files after you download whether from websites or links received from emails

d) Always use updated antivirus, spam filters and spyware to detect and remove viruses and spywares from the
application you want to downloa

&) Never download any fles like music, video, games and the reco
mendations given by your friends or made by any random website's comments.

1 check thatthe URLs ar the same and sy dowrload games, musi o videasfram th sscure websies ke
which u S websites instead of HTTP In the web address, it replaces "http” to “https”. The https refers to the
Typenect bl protocol secure.

) Download anything only
ized sites

B any diny wond appesr cn he wibl ust close the windo no aterhow impartan I, becsise spyvese
may be installed on your PC from such website:

¥ itincrea:
the size of the file.




1) Don't accept anything that offers you free download because that may contain malicious software.

K) Don't click the link or file and let it start downloading automatically, download the file and save where you want to
save and then run on the application.

1) Set secure browser settings before you download anything.

m) Read the terms and condtior

arefully before you ¢

on install or run applications,

)Do not download anything until you know complete information of the website and know whether it is an original
site of an original company.

©) Never download from the links that offer free antivirus or anti spyware software, always download from trusted
sites, if you are not sure about the site you are downloading, enter the site into favourite search engine to see anyone
posted or reported that it contains unwanted technolo

835 Regular data back-ups

Taking regular data backups is an important strategy for s
restore the original data

curing all your important data. A backup

the only

Why you must have Data Backup
Data on a hard disk can be lost for a variety of reasons, such as:-

hardwa
operating system failure, e.g. file system crash,

fi modified or deleted accidentally by yourself;
files or volumes madified or deleted intentionally by intruder;
files or volumes madified or deleted by virus or malicious codes.

You can also take a backup of your data to keep it safe.
Many companies like Apple, Xiaomi, Samsung have inbuilt backup features in their phones.
You can find the option in the settings, as shown below.

failure;

Step 1o to Setings Step 2 Go o adltonal ettings Steps. step
G0 to Bickup and eset Choase the relevant ptions




You can also use Google Drive to take a backup of your data.

o = e
i g chcn Spsimetuee
ks e
Backup on iPhone:
 Settings. Apple ID icloud
Settings —

| V.

Name, Phone Numbers, Emal rtn +Onc = ackups e

J—— e rce
vl Mot v b i
[——
8 wn . e
Suscrptons
B sueeon 5 ® Froos
e =
@ rorsonaviaon é Tones A S @ oo ©
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) oo ) St O
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sonds oos ©
oMot - Q) wesses
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8.4 Personal security
8.4.1 Protect personal information

Do not share your personal information like date of birth, address, and phone number on social media o other online.
platforms,

Create usemames that never reveal true identity

8.4.2 Beware of strangers

Acyber groomer may create a fake account to befriend victims.

Avoid talking to people who ask you questions related to your physical or sexual experiences. You can tell the person to
stop asking you such questions as you feel uncomfortable. If they continue to do the same, immediately inform your
parents or elder. Do not feel that your parents will restrict your online activity or ask you not to use your computer or

smartphone. It s important to inform them so that they can support and guide you to prevent potential harm.

Ignore friend requests from unknown people on social media platforms,
partner gives you PP short span of your

acquaintance.

5. 1f you
Bhotod o vidies with someone ih person e hére ose phetas wal others of post {nem on souml media, ey can
also blackmail you.

ever s an your webcam f sourchat pather does notconnect o the webcan. eep yourwebes privte. Puta stck
en they aren'tin use. These devices can sometimes be hacked
bt ke ok atnil i by

Never install unwanted Software and Apps like dating App, online games, etc. from unknown sources.
Do not agree to friend requests from unknown people on social media networks ~
People are not always who they say they are. Learn more about protecting yourself when using social media

You should be very careful in the chat rooms. Never share personal details and limit your identity.

ded digital ‘think before you

post’ Ex
Enetaking serasmsheta or: down\osdmg the content cannot be ruled out.

b) Do not go to meet a person whom you met online alone. Always take a friend or an elder person with you.
843 Leanto block

Do not accept friend requests from unknown people on social media platforms. As a rule-of-thumb, only add people
online who you know offline

Acyber bully can even create a fake account to befriend victims

8.4.4 Abide by the law

Use reliable services and know how to legally access the music, film and TV you want.

:use to give credit when using others' workiideas



8.4.5 Take any feeling of discomfort seriously

Have you been in the following situations:

Online conversations with a person, known or unknown, are making you feel uncomfortable?

Someone s stalking you online.

Do not give in to pressure: It you lose your inhibitions, nerve and temper, you have lost control. Exercise control by using

the blocking and reporting featuresprovided by varous platforms. Express your iscomfort andfneed b, discortinue
Ifit does not help, bec

Seek advice from a trusted adult

8.4.6 Seekhelp

port f something
happens that upsets you online, it is never too late to tell someone.

Talk to your elders or parents, if your chat partner suggests to keep your conversation with them a secret.

You can also report these to Childline at 1098,

You can protect yourself from becoming a victim of grooming:
a) Take all precautions about sharing personal information and identity details during chats or in public spaces.

) f grooma s usng social media lattorms o groam you. you can block Himhe. Al the socil media s3ps or
services have the option to block a user

) Save messages, pictures or videos shared with you by the groomer. Such messages, pictures or videos can be
used as an evidence to initiate legal action.

d) Your tolod laint against the groomer.

Do check with your parents before downloading apps or sharing personal information

age innature. Therefore, to pr 3
itis important to share the information with parents.

o, Fscsbock palcy doss not sllw any student below the sgeof 1410 use the app. Even Netfix. YouTube nd Amazon
Prime mandates ‘Kids mode for all children below the age o

691 fety Bookl



Dealing with unauthorized access

ing Permissions to apps: While installing apps, give only those permissions that are absolutely essential for the func-
tioning of the apps. Of any application does not function without all permissions, it s best to not install it

Sharing the device's location: Always allow those app with device location permission which actually required.

Via GPS:

Via Geotagging: Link your location with your posts, only when you are sharing it with people that you know and trust.
9 strangers it py o security.

that

n particul parents or teachers. When
children are bullied online, such as through ‘revenge porr, their humiliation can be very pubic.

a ~is onthe though its extent known. The sexual
abuse that follows may be online, such as by ‘sexting’ - sending or eliciting explicit sexual images — or offline, if the
victim s lured into a meeting.

Cyber-bullying, which takes several forms is becomin d can impact o
well-being, and educational attainment. When children go online they are more likely to hully athers, and to be bulie,
than when they are offline.

Consent. Empower children to decide for themselves how others collect and use their information by requiring their
consent. As of now, there is no minimum age of digital consent in India

https:/iwww.youtube.com/watch?v=q6xzoWC.J44




ital [
9.1 Whats diitallaw?
Digitallaw can be defined as the legal rights and restrictions govening technology use.
They are criminals, reaking the law, either knowing or not knowing, what is appropriate or inappropriate technology use.
Most users neither know nor understand the impact or the possible consequences of some of their online activiies.
Everyone needs to be aware that certain rules apply to anyone who uses any online devices for any purpose, and there
are legal implications of some of their online actions. If you are caught and proved guilty, you attract penalties such as

hefty fine or imprisonment

The following are some actions that are unethical and illegal.

+ Software o systems piracy,

~ Downloading music and films without authorisation or payment,
- Stealing other people’s work (plagiarism and copyright infringement), personal data (identity theft), and property online
- llegal file sharing,

- Hacking into others’ systems or networks,

- Creating destructive viruses, worms or trojan horses, and causing damage to other people’s devices and data,
+Sending spam,

Golden rules

« Think before you act. You may be violating the law of the fand.
« lgnorance of the law is not a valid defence in legal fora.
- What s ethical i generally legal.

9.2 lllegal activites using digital technologies

Plagiarisms an act or instance of using or closel another auth
ation, that author's work s th I auth
1o stealing other people’s work, using words,ideas, images or data of another person without a\mhumg the source is
both unethical as well as illegal. It constitutes a violation of intellectual property rights. Be honest about the online (and
even offline) resources you use as part of completing any school assignment, project, essay or presentation. Acknowl-
edge or give credit if you do so.

Students have s tuch data and resources availabl at thet fingertis which makes school project work much easier
than ever before. The h
it very easy to violate the s intentionally or unintentionally. hora person uses someone else’s creative work and
passes it off as his or her own, it is regarded as a copyright infringement. If you publish a story online, and you use a
photograph you found on the Intemet, but you do not get the photographer's permission to use that photo, or have not
paid for it you have infringed on that photographer's copyright.

There is, however a plagiarism laton P\ag\ansm iniohe
work without or giving them someone else’s work
e o paying them for it Whie plagiaism s an ethicalproblem o wesessdome professionslreputaions,
copyright infringement s a violation of law, which can attract penalties.

Fair use is an exception to the restrictions imposed by copyright law. Quoting a few lines from a copyrighted work in an
with proper a as "fair use”.

« The purpose of the work should be academic, not-for-profit, and educational.
+ The piece s not copied in its entirety. A few lines from the original are quoted.
« The reference does not have any impact on the value of the original work.



922 Sexting

lessaging of sexually explicit content by way of images, photos, clips, video files or other material can increase the
wulnerability of children and young people manifold. Many children participate willingly in conversations with subtle or
explicit sexual undertones, and may not object to such messages either of their own volition or due to peer pressure.

extin children and young
people to blackmail and extortion (including *sextortion”) and "revenge porn". Even if this is being done by mutual
consent amang children, some of these activities are punishable by law and can lead you into further exploitation by
anyone who gets hold of these messages or images. Remember, once online, information may become perpetual

Victimizing by way of revenge porn is often practiced by children below 18 years of age. It may be described as "an act
whereby,s peretatr satifles hsnger an st {8 broken latnsfip through publelng eae: semaly
provocative portrayal of his/her victim, by misusing information that he may have known naturally and that he may have
Ctored on it compter,or thons, or may have been conveyed to his dlectroni device by the vieti hersel or may have
been stored in the device with the consent of the victim herself; and which may essentially have been done to publicly
defame the victim!

9.23 Online child abuse and exploitation
There is global consensus that child sexual abuse and exploitation is unacceptable offfine or online. Under no circum-

tancesis images of children is permitted. The law impos-
es strict penlty and purishment o anyone found to be taking, haring &nd viewing such pictures.

9.2.4 Defamation

Social media, email groups, intranet, bulletin boards, chats and other digital spaces enable widespread dissemination of
offensive content against  person. Online publication of defamatory statements about a person can be more harmful
and damaging than verbal and offline statements. The effects of online communication of sensitive personal informa-
tion, images or videos can be devastating and intimidating for children in particular.

The and the
{ack it ch méashges spread o ast cause a ot of isres o the prson who has been targeted. Even though
be difficult 10 establish such behaviour as an offence under Indian law, it is grossly unethical to threaten or humiliate
anyone online. The persons who commits this offence may evade legal penalties but will project themselves as bully.
“They also remain at high risk of leaving their digital footprints and spoil their reputation.

9.3 Legal penalties for online offences

I aws des with manyofth cor ssues relatetodigita echnlogie, You need fo understand that some ofyour
be on the borderline of an off d some may actually be infringing the law.

llegal online activity Laws covering offense Penalty

i G Against -

ey sl Aterm of up to 35 years imprison-
Penal Code, o

through WhatsApp. Information Technology Act, 2000 ™en* andalsoa fine

Revenge, Aterm of up to 7 years imprisonment.

1f an happropriate piture orexplct ith a fine

‘selfie has been shared by a friend, for

Rl s o B e rocaiz O et it i

late this to a wider group or demand- act like committi

ing a favour for not doing so attempt to commn smcz e
pumshmem ‘may go upto. ll(e lerm as

[r—



Violation of privacy
Uses any electronic device and/or

e of Vi e

Impersonation
Sending someone messages by

assuming a false identity.

Unauthorised access
Hacking someone’s computer, email
or social networking account

Online piracy
‘Downloading movies and music for

Illegally copying or distributing
software using the internet without
the consent of the rights owner.

Plagiarism.

Using words,ideas, images or data of
another person without attributing the
source.

Misrepresentation
Falsification of age for the purpose of

Laws covering offense

IT Act 2000
POCS0 Act, 2012

Information Technology Act, 2000

Information Technology Act, 2000

Copyright Act, 1957

Copyright Act, 1957

accessing
certain websites. it amounts to
entering under a contract with the
service provider based on misrep-
resentation of facts and real identity.

Defamation

Posting defamatory statements,
images or videos, ahout a person on
social media, chats, bulletin boards or
any digtal space

Indian Penal Code

ATerm of upto 7 years imprison-
ment or afine or both

Aterm of up to 3 years imprison-
ment and also a fine

Aterm of up to 2:3 years imprison-
ment or fine or both

Punishment of a term up 10 6
months to 3 years of imprisonment
nd fine

Aterm of imprisonment from 6
months to 3 years and fine

A term of upto 2:3 years imprison-
ment, or fine, or both

ough there are legal there are loopholes in the laws. It needs to be recognised
that legislation is often unable to keep up the pace of technological developments. A new set of problems emerges
before appropriate legal provisions can be enacted. Furthermore, there are difficulties in implementing national laws,
especially when the intemet does ot recognise national boundaries. Indian laws apply to the territory of Indian state,
whereas the servers of intemet service providers are located in the US and westem Europe. Although legal remedies
must be pursued in serious cases, prevention through safe online behaviours is currently the best option available.
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9.4 Good practices

What you should right is

content which invawes sexual magery e \Hega\

Being safe on social media platforms

Facebook Instagram
Choose the number o ifthe the
whatyou
your Ifyes, then
friends. reconsider posting it

Think before saying anything. Be mindfulof what you

Manage your visiblity. Photos you are tagged in are visible to

later

everyone.

P
and change your Security and
Flmtiosing

profie

Accepting followers. fyour account s private you can
approve who follows you. Do not accept requests from

information you put out on Facebook. Check your posts and

may invite unwanted users.

Create friends ists to manage your posts. Create separate
lists for your acquaintances, frends, family etc. This will make

men (top ight sde) to eport and block. You can also report
images by going to menu option at the top of each image.

Lookout for suspicious activties. Do not click on suspicious
links. Beware of fake Facebook pages that steal your
assword,

“Untag yourself. You can untag yourself by tapping on your
¥

the person who tagged you.

report o Facebook

Snapehat

Other tips. Switch off geotagging and locatio feature. Delete
your post sts

n other websites. Ity go viral

Other instant messaging applications

Do not open, accept,or download a e in Instant Messenger

Save images. Screen shots are an easy way to save images,
and many third party apps auto-save images.

inthe file.

Contact the sender by email phone, o some other method to
avins.

Snapchat efl o
snap was viewed or screenshot. Bt this function is ot
always relable.

Visit Microsoft Update to scan your windows computer and
install any highpriorty updates that are offered to your PC. If

‘vho can
section> change settings from Everyone o My Frends

Threat of nknown users. Tap and hold the user and select

gearicon to Block unwanted users. Add Nearby may seem
ool but Keep in mind it can b risky:

Jpto-date version of your Instant Messenger software for
better protection of your computer against viruses and
spyware.

Upgradefrom MSN Messenger to Windows Live Messenger in

youdonot

as these may easily go vra.

“Spim (2 short form of spam over instant messaging) uses IM

¥ 3 5 on
Also do not

share your password with anyone.

Source: www.aarambindis.org; htps:/infosecaware-
ness.in/home/index.php.

weblinks, by clicking on those links malicious code enters into
Your PC.

At sppvaresoftuare canproects e digtal deice and
helps in removing any spyware you may already have
e e e i ey
anti-spyware software.
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9.5 Available redressal mechanisms

9.5.1 Social media platforms

hto R
the account/post/com:
will find the option “Give

2 You will be present-
th a st of reasons to
tain why you wish to

te reason and click et
on “Done pmm———

Facebook will remove the account/post/com:
ment f it violates the community guidelines of
the platform. s

© S b



INSTAGRAM

Sten 1ot e aives e conent et o
to report,or get removed, go to the top right corner of
he ek et i s

G s mere

Step 2: When you,

click on the dots, you will find the
option to "R

Step 3.

ose “Spam” of you are reporting commer-
cil content ik advertisments). if
reporting is not an ad, choose ‘s inappre

[ ::wq.mm
con eport you il i
witha ons to .
o
conten

] e
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3 Goawn| [€ P

& Report Cancel

Report as harassment o
bullying?

oottt contn e
B —

 Pasontnfomston hse o bck o
[

e —

Wehoe ool oty o s 1o0se the appropriate reason and click on “Next!
opost it mogesof v

g0 1pert someones ost st dosst stagram will remove th
ot i aponed guidelines of the platform.

e ——
gy s Dot

it violates the community

WHATSAPP.
to report any number on WhatsApp, e
o to the 3 dots on the right-top corner of the chat. ot sewen

oo nan_vlager
Fagetie
o amach it i

ick on the dots, you wi

Step 2: When you ¢ find the
option “More". Click on i




3: You will then see the option to ‘Report’

Step 4: You can block the person as well when
you report thei account. Once reported the
account may be deleted if it violates the commu- =2

nes of the platform.

YouTUBE

o w Step 2: Next to the comment you wish to

2t ol ok ot o Ehe it
comer.

N —



Step 3 When you click on the dots, you w

find the option to “Repor’

ws m wy

O e

L

e o weRy
View 0 repies v

[ ——
R T —
O b e

O ssmetnen

Step 4: Once you click on ‘Report’, you will be:
presented with a st of to ascertain
why you wish to report that content.

st ofre




Resortcomment
O ——

[—

o
ST —
)

s iy

Choose the appropriate reason an
‘Done’

YouTube will emove the content f it violates
the community guidelines of the platform.

‘Social media platforms have similar processes for
2y other content, Cick on the hvee dota o the cormer of the Pos t 9o 6 the Teport”option. Report objctionable
content by choosing the appropriate reason.

Twitter: Instagram:

htps://hel bty

For Facebool Voutube:

https:/m. ook com/help/ htps://ww youtube.com/t/contact.us



Reporting on 3 P
cybercrime.gov.in

Poral e R by
try of Home Affars,
e d e

Loginto the cybercrime portal of the Ministry of Home Affairs
https://cybercrime.gov.in/cybercitizen/home htm

The Ministry of Home Affairs, Goverment of India, has set up a portal to facilitate online complaints of cybercrimes,
incluing onine child pormography, chid sexual abuse materas and sexualy explcit content (e, sexual harassment,
s, ape o gang rap)-Pollo athoites of relevant statas o temicies fate investigations and legal

ing of child pornography and sexually explicit content.

okdet for Childre



Reporting to the police cyber cell
Children, parents or ther concerned adults on their behalf, can approach the cyber cels of the State police to report any.
online offence. Unike other crimes, cyber-crimes are not limited by jurisdiction. You can report to the cyber-cell of any.
city, evenif the offense was committed when you were in a diferent city.

Filing an FIR with the local police
In case you are unable to file a complaint in the cyber cell, you can file an FIR with the local police station. It s not neces-
sary to know the name of the person respnnsm\e for the crime to lodge an . TeH me polce whatever you know. The
local police is expected to he cyber cellin

9.53 Childiine 1098

CHILDLINE 1098 is India's first 24-hour free, emergency phone service for children in need of aid and assistance. A child
o any adult on his or her behalf can dial 1098, the toll free number to seek help for emergency needs and to avail of
long-term care and rehabiltation services.

9.5.4 NCPCR and SCPCRs

Loginto the POCSO E-box
‘The National Commission for the Protection of Child Rights (NPCR) set up this online portal to receive complaints
regarding sexual abuse and related offences. A child or an adult on i or her behalf can locate the POCSO e-box at the
NCPCR site

g0 hp. It will navigate to a page with the window having a short anima-
tion fim

‘When you get an unsafe touch, you may feel
bad, confused and helpless
‘You need not feel "bad" because it's not your fault

105

Press This Button
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9.6 Reporting
Social- Talk to parents, teachers , counsellors
Legal- Approach the police

Platform - in app reporting, as discussed above

Content Removal from Websites

If ever any photo or video of yours (that you clicked or appear in),is shared online onto a website without your consent,
it can be removed by following the process given below:

1. Find the relevant page or foriniiating the DMC . For example: Search ¥
DMCA on Google. (For eg. Search for "FacebookDMCA” on Google).

2. Carefully open the links suggested on the search page and find either the email address or a form that can be filled.
3. Complete the form to send a DMCA takedown request.

4.1f you find an email address, (hke contam@abc com, abuse@abc.com), send an email ith Subject ‘DMCA Takedown
orthelin )

Request’ an:
want to remove

smp Review...Post
Review...Report
Smp Review...Block...Report

Being Smart Online Checklists
Checklist: How to keep the devices safe?

1.Bealert
Keep the devices clean

a) Ensure you keep your int
) A ek & st o i i o U ol Al o 1) 6 i o

callyis installed on d

1. Keep devices safe
Mobile phones

a) Use a screen lock to lock your smartphone
bProt ve data by taking regular backups either on Dropbox, OneDrive
off your wireless connections e.g. Bluetooth,Wi-Fi, NFC, etc. When not n s

©) Always swit ;
ur login cre banking details

d) Use genuine web br ind never save y
©) Install an antivirus on your smartphone

Il Be smart
Manage mobile apps:

often have security

a) Keep apps on your mobile devices updated. Updat
b) Delete apps you no longer use. It would also ental clearing of the cache




USEFUL
CONTACTS




I NepeR

Lodge complaints in person, by post, by messenger, or by any means to the following address:

for child Rig .
5th Floor, Chandralok Building, 36 Janpath,
New Delhi 110001




USEFUL
RESOURCES




Cyber Security Awareness, Ministry of Electronics and Information Technology.
hitps://infosecawareness.in/home/index. php

Government of India, Ministry of Home Affairs. A Handbook for Adolescents/Students on Cyber Security. https://m-
ha.govin/sites/default/files/CyberSafety_English_Web_03122018_0.pdf

Being Safe idelines for raising hild ts, edh d the general public

hitp:// www.aarambhindia.org
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